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13 Cnncok ncnonb3oBaHHbIX UCTOYHUKOB



ONPEOENEHUA

B HacTosilem JOKyMeHTe UCMOoMb3YTCH cnefyowme TeEpMUHbl U X onpeaeneHuns.

ABTOMaTU3NpOBaHHAA CUCTEMa — CUCTEMA, COCTOsLLAas M3 nepcoHana M KoMm-
nnekca cpeacTts aBToOMaTU3aUMM ero AesTenbHOCTW, peanuaylowas MHAPOPMaLVOHHYHO
TEXHOMOIMIO BbINOMHEHNS] YCTAHOBMNEHHbIX (OYHKLMNA.

AyTeHTUMKauma oTnpaBuUTensa pAaHHbIX — MOATBEpPXAeHMe Toro, 4Tto OT-
npaBuTerb NOMYyYEHHbIX AaHHbIX COOTBETCTBYET 3asBfIEHHOMY.

Be3onacHOCTb NepcoHasrbHbIX AaHHbIX — COCTOSIHME 3alMLLEeHHOCTU nepco-
HarnbHbIX OAHHbIX, XapakTepnayemoe CrnoCOOHOCTbIO NOMb30BaTENEN, TEXHUYECKUX CPEACTB
N MHAPOPMALMOHHBIX TEXHOSOMIN obecnevnTb KOH(PUAEHUNANbHOCTb, LEeMNOCTHOCTb U A0-
CTYNHOCTb NepPCOHanbHbIX AaHHbIX NpU nx 0b6paboTke B MHPOPMALMOHHBIX CUCTEMax nep-
COHarnbHbIX JAHHbIX.

BuomeTpuyeckme nepcoHarbHble AaHHble — CBEAEHUSA, KOTOPblE XapaKTepusyoT
domamonornyeckne ocobeHHOCTN YenoBeka U Ha OCHOBE KOTOPbIX MOXHO YCTaHOBUTb €ro
NNYHOCTb, BKNtOYas potorpadumn, otnedaTtkn nanbues, obpas ceTyaTkm rnasa, 0cobeHHo-
CTM CTPOEHMSA Tena u gpyryto nogobHyo MHopMaLumio.

BrnokupoBaHMe nepcoHanbHbIX AAaHHbLIX — BpEMEHHOEe npekpalleHne cbopa, cu-
cTemaTmsaumm, HakonmneHns, UCrnosnb30BaHNA, PacnpoCTPaHEHUs, NePCOHasnbHbIX AAHHbIX,
B TOM 4uCne ux nepegadn.

Bupyc (KOMNbIOTEPHbIN, NPOrPaMMHbIN) — UCMOMHAEMbIN NPOrPaMMHbIA KOA UK
NHTepnpeTUpyemMbiin Habop NHCTPYKLNN, obnagarowmnn cBovcTBaMU He-
CaHKLUMOHMPOBAHHOIO pacnpocTpaHeHnss n camoBocnpousBeneHusi. Cos3aaHHble aybnuka-
Tbl KOMMBIOTEPHOrO BMpYCa He BCerga CoBnagartoT C OPUrMHANOM, HO COXPaHSIKOT CNoco6-
HOCTb K JarnbHelLemMy pacnpoCTpaHeHUo 1 CaMOBOCTNPOU3BEOEHMNIO.

BpenoHocHas nporpamMma — nporpamma, npegHasHadyeHHasi Ang ocyLecTBieHus
HeCaHKLMOHMPOBAHHOIO A0CTyna n (MnNn) BO3AEeNCTBUSA Ha NepCoHaribHble JaHHbIe U pe-
CYpCbl MHPOPMALMOHHOW CUCTEMbI MEPCOHANBbHbIX JAHHbIX.

BcnomoraTtenbHble TeEXHUYECKME CpeAcTBa U CUCTEMbl — TEXHUYECKMEe cpef-
CTBa M CUCTEMbI, HE NpeAHa3HayYeHHble AN nepefadn, obpaboTkM U XpaHeHUs1 NepcoHarb-
HbIX JAHHbIX, YCTaHaBNMBAEMbl€ COBMECTHO C TEXHWUYECKMMMK CPeacTBamMu U CUCTEMaMM,
npeaHasHayYeHHbIMKU 4nst 06paboTkM NepcoHarnbHbIX AHHbIX U B NOMELLIEHUSX, B KOTOPbIX
YCTaHOBJIEHbI MHPOPMALIMOHHBIE CUCTEMbI NEPCOHANbHbBIX AAHHbIX.

[docTtyn B onepauuoHHylo cpeny Komnbiotepa (MHpopMaLMOHHOU CUCTEMbI

nepcoHarnbHbLIX ,CIaHHbIX) — noJiydeHne BO3MOXHOCTU 3arnycCka Ha BbIMOJIHEHUE LUTATHbIX KO-



MaHg, yHKUMIA, npouenyp OnepaumvioHHOM CUCTEMbI (YHUHTOXEHUS, KOMMPOBaHWS, nepemMelLie-
HUS U T.M.), UCMONHSEMbIX (PanrnoB NPUKagHbIX NPOrpaMmm.

Joctyn K wuHdoOpMaumm — BO3MOXHOCTbL MOSyMEHUA WHopMauum u ee uc-
NOoNb30BaHUSA.

3aknago4yHoe yCTPOMUCTBO — 3fIEMEHT CPEeACTBa ChbeMa MHpopMaLMK, CKPbITHO BHE-
psieMbli (3aKragblBaeMbI UM BHOCUMbIN) B MeCTa BO3MOXHOMO Cbema MH(popmaummn (B TOM
yMucne B OrpaxaeHue, KOHCTPyKumto, obopyaoBaHue, npeaMeTbl MHTepbepa, TPaHCMOPTHbIE
CPEACTBA, a Takke B TEXHUYECKME CpeacTBa n cucteMbl 06paboTkm nHdopmaumn).

3awmwaemaa wuHdopmauusa — uvHPoOpMaUUs, SBNAIOWAACA NpeaMeTom  cob-
CTBEHHOCTW W MoAfiexallasi 3awmte B COOTBETCTBUM C TPeOOBaHMAMM NPaBOBbIX JOKYMEHTOB
nnm TpeboBaHMAMK, yCTaHaBNMBAEMbIMM COBCTBEHHNKOM MHGDOpMaLIN.

NoeHTndukauma — npmuceoeHe cybbektam M 0bbekTam OocTyna unaeHTudmkatopa u
(unn) cpaBHEHWE NPeabABNSEMOro MaeHTMdMKaTopa C nepeyHem NPUCBOEHHbIX OeHTUdUKa-
TOpPOB.

MHdopMaTUBHBLIA  CUrHamN — 9nNeKTpUYeckne CurHanbl, aKyCTUYecKkue, arnek-
TPOMarHUTHble 1 apyrve pusmnyeckune noss, no napameTpam KOTOPbIX MOXET BbITb packpbiTa KOH-
dmaeHumanbHas MHopmauus (NepcoHarnbHble AaHHble) obpabaTbiBaemas B MHCpOpMaLMOHHON
cucTemMe nepcoHarnbHbIX JaHHbIX.

UHdopmaumoHHasa cuctema nepcoHanbHbix AaHHbIX (UCMOH) — nHdpopmaum-
OHHasa cucTema, npeacrasnsaowaa cobor COBOKYNMHOCTb NEePCOHarbHbIX OaHHbIX, coaep-
Xawmxca B 0ase [aHHbIX, a Takke WHPOPMALMOHHBIX TEXHOMOMMMN N TEXHUYECKMX
CcpeacTB, MO3BOMALWINX OCYLLECTBMATL 06paboTKy TakMxX MepCoHaribHbIX OAHHbIX C WUC-
nofib3oBaHMeM CpeacTB aBToMaTM3aunm unm 6e3 Ncnonb3oBaHUs Takux CPeacTB.

MHdopmMaLnOHHbIe TeXHONOrMMU — NMpoLeccsl, METOAbI Moucka, cbopa, XpaHeHusi, 0b-
paboTkn, NpeaoCcTaBneHNs, pacnpoCTpaHEHNsT MHAPOPMAaLMKM U CNocobbl OCYLLLECTBEHUS TaKnx
npoLeccoB U METOO0B.

Ucnonb3oBaHMe nepcoHanbHbIX AAaHHbIX — JENCTBUA (Onepaunn) ¢ nepcoHanb-
HbIMW AaHHBIMW, COBEpLUAEMbIE ONEPaTOPOM B LIEeNSAX MNPUHATUSA PELLIEHMI Unn coBepLue-
HUS MHBbIX AENCTBUA, NOPOXOAOLWMNX opuandeckne nocnencTems B OTHOLWEHUN cybbekTa
nepcoHanbHbIX AAHHbIX UK OPYrnX nvy NnMbo nMHbIM 0BpasomM 3aTparnBarolmx npasa u
cBoboabl cybbekTa nepcoHanbHbIX JaHHbIX UK APYrnX NnL.

MUcTouHuK yrposbl 6e3onacHoctu wuHdopmMauunm — cybbekT [octyna, Mmarte-
puanbHbI OOBLEKT MM nsnYeckoe SBEHVE, ABNSIOWMECS NMPUYMHON BO3HWMKHOBEHWS YrpO3bl

6e3onacHoOCTM NHopmMaumn.



KoHTponupyemasi 30Ha — NpoOCTPaHCTBO (TEPPUTOPUS, 3OaHve, YacTb 34aHus, nome-
LLIEHME), B KOTOPOM WCKMKOYEHO HEKOHTponmpyemoe npebbiBaHve MOCTOPOHHUX NWU, a Takke
TPaHCNOPTHbIX, TEXHNYECKMX U MHbIX MaTepuasbHbIX CPeACTB.

KoHdmaeHuManbHOCTL NepcoHarnbHbIX AaHHbIX — ObA3aTenbHoe Ans cobrto-
AEHMS ONepaTopoM Ui MHbIM MOSTYYMBLLMM OOCTYN K NEPCOHarbHbIM AaHHBIM NMLOM TpeboBa-
HMEe He JonyckaTb MX pacnpocTpaHeHue 6e3 cornacusa cybbekta NepcoHaribHbIX OAHHbLIX WA
HanM4ms NHOro 3aKOHHOTO OCHOBAHMS.

MexceTteBOW 3KpaH — JiokanbHOE (OQHOKOMMOHEHTHOE) WM (PYHKLMOHANbHO-
pacnpeneneHHoe nNporpaMmMHoe (NporpamMMHo-annapaTHoOe) CPeacTBO (KOMMIIEKC), peanuaytoLlee
KOHTPOSb 3a MHGpOpMaUmMen, NocTynatowen B MHPOPMALMOHHYKO CUCTEMY NEPCOHAsbHbIX gaH-
HbIX 1 (MNK) BbIXOASLWEN 13 MHPOPMALMOHHON CUCTEMBI.

HapywuTtenb 6e3onacHOCTU NepcoHanbHbIX AaHHbIX — (busnyeckoe nUUO, Cry-
YaHO UNM NpegHaMEPEHHO CoBepLUatoLLiee AENCTBUSA, CeacTBUEM KOTOPbIX SBMSETCS HapyLue-
HMe 6e30nacHOCTN NEePCOHarbHbIX AaHHbIX MPU MX 0BpaboTke TEXHUYECKUMM CPeaCcTBaMn B UH-
POPMaLMOHHBIX CUCTEMAX NEPCOHANBHBIX JAaHHbIX.

HeaBTOMaTu3MpoBaHHasi obpabGoTka mnepcoHanbHbIX AaHHbIX — 06paboTka
NnepcoHanbHbIX OaHHbIX, coAepXalmxcs B MHMOPMALMOHHOW cCUCTEME NEepCOoHarbHbIX
AaHHbIX NTMOO N3BMEYEHHbIX N3 TaKOW CUCTEMbI, CYATAETCS OCYLLeCTBEeHHON 6e3 ncnosb-
30BaHNS CpeAcTB aBTOMaTM3aumm (HeaBTOMaTM3MPOBAHHOM), €CNU Takue AeNcTBus C
nepcoHanbHbIMU JaHHbIMU, KaK UCMONb30BaHWE, YTOYHEHWE, pacrnpoCTpaHeHne, YHUYTO-
XXEeHVe nepcoHanbHbIX JAHHbIX B OTHOLUEHUM KaXXA0ro M3 cybbekToB nepcoHanbHbIX AaH-
HbIX, OCYLLEeCTBIAKTCS NPU HENOCPEACTBEHHOM Yy4acTuM YenoBeka.

HepeknapupoBaHHble BO3MOXHOCTU — (QYHKLMOHAmNbHbIE BO3MOXHOCTU CPeacTB
BbIYMCIIUTENBHOM TEXHUKWN, HE OMMUCAaHHbIE UM HE COOTBETCTBYIOLLME OMUCAHHBLIM B JOKYMEHTa-
LMK, NPU UCMONb30BaHNM KOTOPbIX BO3MOXHO HapyLUeHWe KOHbuaeHUManeHOCT, AOCTYNHOCTU
UM LEeNoCTHOCTK 0bpabaTbiBaeMon MHpopMaLumn.

HecaHKUMOHMPOBaHHbLIN AOCTYN (HECAHKLMOHUPOBAHHbIE AENCTBUSA) — OOCTYN
K MHdbopMaLmy unn encTens ¢ MHopMaumen, HapyLuatoLLme npaBuna pasrpaHnyeHns 4ocTyna
C MCMOMb30BaHMEM LUTATHbIX CPEACTB, NPeaocTaBnseMblX MH(OPMAaUNOHHBIMU CUCTEMaMK
nepcoHanbHbIX AaHHbIX.

Hocurtenb nHdopmaumm — pmanyeckoe nmuo unn MmatepmarnbHbii OObEKT, B TOM YMcre
dom3nyeckoe norse, B KOTOPOM UMHAOPMaLMs HaXoauT CBOE OTpakeHVe B BMAE CUMBOIIOB, obpa-
30B, CUrHaroB, TEXHNUYECKNX PELUEHWIN U NPOLIECCOB, KONMMYECTBEHHbIX XapakKTepUCTUK ounaun-

YECKUX BEJTUYUH.



Ob6e3nnumBaHMe nepcoHanbHbIX AAaHHbIX — OEWCTBUSA, B pe3ynbTaTe KOTOPbIX
HEBO3MOXHO OnpeaenvTb NPUHAANEXHOCTb NePCOHanbHbIX AaHHbIX KOHKPETHOMY CybOb-
€KTY NepcoHaribHbIX JaHHbIX.

O6paboTka nepcoHanbHbIX AaHHbIX — OEUCTBMSA (onepaumm) C NepcoHanbHbIMM
AaHHBbIMK, BKIoYas cbop, cuctemMaTmM3aumio, HaKoMnneHne, XpaHeHre, yTouHeHe (0bHOBrEHME,
N3MEHEHME), UCNoNnb30BaHMe, pacnpocTpaHeHue (B TOM 4ucre nepegady), obesnunuveaHue,
GroKMpoBaHME, YHUUTOXEHNE NEPCOHANbHbIX AAHHbIX.

Ob6wenocTynHble NepcoHanbHble AaHHble — MNepcoHanbHble [aHHble, OO0CTYn
HeorpaHWYeHHOro Kpyra nuuy, K KOTopbiM NpeaocTaBfieH ¢ cornacus cybbekta nepcoHanb-
HbIX OAHHbIX UMX Ha KOTOpble B COOTBETCTBUM C dpefepasribHbIMU 3aKOHaMU He pacnpo-
cTpaHdaeTcsa TpeboBaHue cobnogeHnst KOHPUAEHUNANbHOCTN.

OnepaTtop (nepcoHanbHbIX AaHHbIX) — rOCYyAAPCTBEHHbIM OpraH, MyHULMNAnbHbIN
opraH, ropuandeckoe nnm mnsnmyeckoe nNuUo, opraHnsyroee n (unn) ocyulecTenstowiee obpa-
BOTKy NepcoHasbHbIX AaHHbIX, a Takke onpegensiowme Lenm n cogepxaHne obpaboTtkm nep-
COHanbHbIX JAHHbIX.

TexHnyeckne cpeacTtBa MHPOPMALMOHHOW CUCTEMbl MNEepPCOHaNbHbIX AaH-
HbIX — CPeACTBa BbIYUCIIUTENBHON TEXHUKWU, MH(POPMAaLMOHHO-BBIYUCIIUTENBHBIE KOMMMEKCHI U
ceTun, CpeacTea 1 cucteMbl nepedaydm, npuema mn obpabotkm MNOH (cpeacTea 1 cUcTeMbI 3BYKO3a-
MMCK, 3BYKOYCUITEHUS, 3BYKOBOCTPOM3BEOEHUS, NMEPEroBOpHbIE U TENEBU3NOHHbIE YCTPOWCTBA,
CPeLnCTBa U3rOTOBMEHWS, TUPXKUPOBAHNS OKYMEHTOB U Opyrve TEXHUYeCKue cpeacrea obpabort-
KN peyveBoun, rpadomyeckon, Buaeo- n BykBeHHO-UMpoBOM nHdOpMaUmMn), NporpaMMHble cpen-
cTBa (ornepaumoHHbIE CUCTEMbI, CUCTEMBI YNpaBneHus 6a3amm JaHHbIX U T.M.), CPeAcTBa 3almThbI
nHpopMaLmK, NPUMEHSIEMbIE B MHCPOPMALIMOHHBLIX CUCTEMAX.

MepexBatr (MHdOpMaLMKM) — HenpaBOMEPHOE MOMyyYeHne uHdopmaumm c ucC-
NONb30BaHNEM TEXHUYECKOro CpeacTBa, OCyllecTBnAwLWero obHapyxeHue, npuem n ob-
paboTKy MH(POPMATMBHLIX CUTHAOB.

lNMepcoHanbHble AaHHbIe — Nbas MHOPMaLUNA, OTHOCALLAACA K onpeaeneHHOMY
UNn onpeaensieMoMy Ha OCHOBaHWM TakoW MHopMaumm uandeckomy nuuy (CyObekTy
nepcoHasnbHbIX AaHHbIX), B TOM Ynucne ero hamunus, UMsi, OTYECTBO, rog, Mecsu, gata u
MEeCTO pOXAeHWs, agpec, CeMenHoe, couunarnbHoe, NMYLLEeCTBEHHOE MOMnoXeHne, obpaso-
BaHue, npodpeccusi, 4oxoabl, Apyras nHdopmMmauus.

MoGoYHbIe 3NMEeKTPOMArHUTHbIe W3NYYEeHUS U HaABOAKW — INEeKTPOMarHUTHbIE
N3Ny4YeHNss TEXHUYECKMX CPeAcTB 0OpaboTkM 3awmaeMon nHopmauun, BO3HUKaoLWme
Kak Nobo4HOe siBfeHne U Bbl3BaHHbIE ANEKTPUYECKUMN CUrHanamu, AencTByOWNMN B UX
SNEKTPUYECKUX U MarHUTHbIX LiensX, a Takke aNekKTpoOMarHUTHbIE HAaBOAKM 3TUX CUrHarnoB

Ha ToKonposoaALwmne NMHUN, KOHCTPYKUMN 1N Lenn nntaHn4.
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MonutuKa «4YMcTOro crtona» — KOMMMEKC OpraHn3aumoOHHbLIX MEPONPUATUNA, KOH-
TPONMMPYIOLLMX OTCYTCTBUE 3anuncbiBaHMA Ha BGyMaxHble HOCUTENW Kryen n atpmbyToB
AocTtyna (naponen) n xpaHeHunsa nx B6rmsmn o6bLeKToB JOCTyNa.

NMonb3oBaTenb MH(POPMaALMOHHON CUCTEMbI NEPCOHaNbHbIX AAaHHbIX — NALUO,
yyacTtByloee B (PyHKLMOHMPOBAHUM MHAOPMALNOHHOM CUCTEMbI NEPCOHAsbHbBIX AAaHHbIX
NN ncnonbayoLlee pesynbTtatbl €e PYHKUNOHNPOBAHKS.

MpaBuna pasrpaHM4eHUs AOCTyNna — COBOKYMHOCTb NpaBwusl, perfnaMmeHTUpYoLWnX
npaBa JocTyna cybbekToB JOCTyna K o6bekTam gocTtyna.

MporpaMmMHasa 3aknagka — Ko nporpamMmbl, NpegHaMepeHHO BHECEHHbIN B MpO-
rpamMmy C Lenbl OCYLEeCTBUTb YTEYKY, U3MEHUTb, BNOKMPOBaTb, YHUUTOXUTb MHGOPMa-
LMIO UMW YHUYTOXNTb U MoAncMuMpoBaTb NporpammHoe obecnevyeHne nHPopMaLMoOHHON
CUCTEMbI NEPCOHanbHbIX AaHHbIX U (MnNKn) 6noknpoBaTh annapaTHble CpeacTBa.

lMporpammHoOe (nNporpaMMHO-MaTeMaTU4ecKkoe) BO3AEUCTBUE — HECaHKUMO-
HMPOBaHHOE BO3OENCTBME HA pecypCbl aBTOMATU3NPOBAHHOM MHAOPMALMOHHON cUCTe-
Mbl, OCYLLECTBINISAEMOE C UCMOSIb30BaHNEM BPEAOHOCHbLIX MPOrpamm.

PackpbiTve nepcoHanbHbIX AAHHbIX — YMbILWSIEHHOE UNN CllyYanHoe HapyLleHue
KOH(MAEHUMANbHOCTU NePCOHanbHbIX aHHbIX.

PacnpocTtpaHeHMe nepcoHanbHbIX AAaHHbIX — AENCTBUSA, HaMNpaBeHHble Ha ne-
pefady nepcoHanbHbIX AaHHbIX OnpeaeneHHoMy Kpyry nuy (nepegada nepcoHarbHbIX
AaHHbIX) UM Ha O3HAKOMISIEHME C MNepcoHarbHbIMW OAHHBIMW HEOrPaHWYEHHOro Kpyra
nuu, B TOM yucne obHapogoBaHMe MepcoHarnbHbIX OAaHHbIX B CPeaCcTBaxX MacCOBOW WH-
dopmaumm, pasmeLleHne B MHPOPMaLMOHHO-TENEKOMMYHMKALMOHHbBIX CETAX UNU Npeno-
CTaBrieHne 4OCTyna K NepcoHarnbHbIM JaHHbIM KakuM-nnbo MHbIM CNOCOBOM.

Pecypc nHdopmMaLMOHHON CUCTEMbI — MMEHOBAHHbLINA 3M1EMEHT CUCTEMHOIO, Npu-
KnagHoro unu annapatHoro obecneyeHns PyHKUNOHUPOBAHMUS MHAOPMALMOHHOW CuUcTe-
Mbl.

CneumnanbHble KaTeropMm nepcoHanbHbIX AaHHbIX — NepcoHanbHble AaHHble,
KacatoLlimecsa pacoBOW, HaLMOHaNbHON NPUHAANEXHOCTU, NONIMTUYECKNX B3rMSAOB, penuv-
MMO3HbIX NN PUNOCOCKMX YOEXAEHUA, COCTOSAHUSA 300POBbS U MHTUMHOW XU3HU CyOb-
eKTa NepcoHanbHbIX AaHHbIX.

CpeAacTBa BbIMUCIUTENBHOW TEXHUKU — COBOKYMHOCTb MPOrPaMMHbIX M TEXHUYECKNX
3MNEeMEHTOB CUCTEM 0OPabOTKN AaHHbIX, CMOCOBHBIX (PYHKUMOHMPOBAaTL CAaMOCTOSTENBHO MUK B
cocTaBe ApYrMx CUCTEM.

Cy6bekT poctyna (CybbekT)— nuuo wunm npouecc, OEeNCTBUS KOTOPOro per-

NaMeHTMPYHTCS NpaBunaMm pasrpaHMyeHus 4ocTyna.



TexHn4YecKknn KaHan yTeuykun nHdopmaumm — COBOKYNHOCTb HOCUTENST MHGbOpMaLIn
(cpenctBa 06paboTkn), domsnyeckon cpegbl pacnpocTpaHeHUss MHAOPMATMBHOMO curHana u
CPeAcCTB, KOTOPbIMU A0BbIBaETCS 3alumLlaemMast MHopmaums.

TpaHcrpaHnyHas nepegaya nepcoHanbHbIX AaHHbIX — Nepejadya nepcoHarib-
HbIX JaHHbIX OrepaTopomM Yepes [ocyaapcTBeHHyo rpaHuyy Poccunckon denepaumm op-
raHy BfacTuM WMHOCTPaAHHOrO rocyaapcrea, U3ndeckoMmy Wnun opuandeckomy nuuy UHO-
CTPaHHOro rocygapcraa.

Yrpo3bl 6e30MnacHOCTU NepCOoHanbHbIX AAHHbIX — COBOKYMHOCTb YCMOBUA U (hakTo-
POB, CO3[aOLLMX OMACHOCTb HECAHKLMOHMPOBAHHOTO, B TOM Y1CHe CryYanHoro, AOCTyna K nep-
COHarbHbIM JaHHbIM, Pe3yribTaToM KOTOPOro MOXET CTaTb YHUYTOXEHWE, U3MEeHeHme, BrokmMpo-
BaHWe, KOMMpoBaHMe, pacnpocTpaHeHne NepcoHarbHbIX AaHHbIX, a Takke UHbIX HECaHKLMOHNPO-
BaHHbIX AENCTBUN NPy nx 06paboTke B MHAOOPMAaLMOHHOWN CUCTEME NEPCOHArNbHbIX AaHHbIX.

YHUUYTOXEHME NnepCcoHanbHbIX AAaHHbIX — JENCTBUSA, B pe3yrbTaTe KOTOPbIX HEBO3-
MOXXHO BOCCTaHOBUTb CoAepKaHUe NepcoHaribHbIX AaHHbIX B MHPOPMaLUMOHHON cucteme nepco-
HamnbHbIX JaHHbLIX UMK B pesyrnbTaTe KOTOPbIX YHUYTOXAKTCA MaTepuarnbHble HOCUTenu nep-
COHarnbHbIX JAHHbIX.

YTeuka (3awmwaemon) uHcpopmauMm NO TeXHUYECKUM KaHarnam — HEKOH-
TPONMpyemMoe pacrnpoCTpaHeHne MHopMaLmm OT HOCUTESNA 3alumLIaemMon MHpopMaumm Yyepes
domsnyeckyro cpeay A0 TEXHNYECKOro CpeacTBa, OCYLLECTBSAIOLLErO nepexsaT nHopMaLmu.

YupexaeHue — YnpaBneHne obpasoBaHuA.

YasBuMocTb — crnabocTb B CpeacTBax 3allMTbl, KOTOPYH MOXHO MCMONb30BaTh Ans
HapyLLEHMS CUCTEMbI MW COAEPXKAaLLENCH B HEN MHpOpMaLIK.

LlenocTtHOCTb MH(pOopMaLIMKM — CNIOCOBHOCTb CPeACcTBa BbIMUCIIUTENBHON TEXHUKN Ui
aBTOMaTU3MPOBAHHOW CUCTEMbI OBECreuMBaTh HEM3MEHHOCTb MHCPOPMaLIMK B YCIIOBUSX Cryyvait-

HOrO W/UN NPeaHaMEPEHHOTO UCKAXKEHUS (Pa3pyLLEHNS).



OBO3HAYEHUA U COKPALLEHUA
ABC — aHTUBMpPYCHbIE CpeacTBa
APM — aBTOMaTU3MpOBaHHOE paboyee MecTto
BTCC — BcrnomoraTenbHble TEXHUYECKNE CPeacTBa U CUCTEMBI
WCIOH — nHpopMaumoHHas cnuctema nepcoHasbHbIX aHHbIX
K3 — koHTponnpyemas 3oHa
JIBC — nokanbHas BbluMCNUTENbHAs CETb
M3 — mexceTeBoM 3KpaH
HC[ — HeCaHKLUMOHNPOBaHHbLIN JOCTYN
OC - onepaupmoHHas cuctema
MAOH — nepcoHanbHble AaHHbIe
MMB — nporpaMmmHo-MaTeMaTn4eckoe BO3aencTeme
MO — nporpammHoe obecrneveHne
M3OMWH — noboyHble rekTpoMarHUTHLIE U3MNYYEHUS N HABOKU
CA3 — cuctema aHanusa 3alwmeHHOCTU
C3W — cpencTtBa 3awmThl MHOpMaL MM
C3MNAH — cuctema (noacuctemMa) 3awmTbl NEPCOHasbHbIX AaHHbIX
COB — cuctema obHapy>XeHUs1 BTOPXKEHUN
TKYW — TexHn4eckme kaHasbl yTeYkm nHdopmaumm

YBIMOH — yrpo3bl 6e30NacHOCTM NEPCOHANBbHbIX JAaHHbIX
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BBEAEHUE

HacTtoswaa KoHuenuus umHdopmaumoHHon 6GesonacHoctn WCIMOH Ynpasnenus
obpasoBaHua ([danee - YupexgeHus), ansetcsa oduumnanbHbIM JOKYMEHTOM, B KOTOPOM
onpeeneHa cuctema B3rnaaoB Ha obecneyeHne nHPOpPMaLUMoHHOM GesonacHocTK Yupe-
XOeHus.

HeobxoanmocTtb paspabotkm KoHuenuum obycrnoBneHa CTpeMUTENbHBIM pacLlunpe-
HUeM cdepbl NPUMEHEHUS HOBEWMLINX MH(OPMALMOHHBLIX TEXHOMOrMM M MnpoueccoB B
YupexgeHusax, npu obpaboTke nMHpopmMaumm BoobLLle, N NepcoHanbHbIX AaHHbIX B YacT-
HOCTW.

Hactosiwaa KoHuenuusa onpegensieT OCHOBHbIE LeNW U 3adayun, a Takke obuyyto
cTpaTernto NOCTPOEHMSI CUCTEMbBI 3aLMThl NepcoHanbHbIX AaHHbIX (C3IMOH) YupexaeHus.
KoHuenuns onpegensieT ocHoBHble TpeboBaHUA M 6Gas3oBble NOAXO4bl K UX peanu3auuu,
AN OOCTMKeHMA TpebyeMoro ypoBHsa 6e3onacHoCT nHopMaumn.

KoHuenuusa paspaboTaHa B COOTBETCTBUM C CUCTEMHbIM MOAXOA0M K obecneve-
HUIO MHGOPMaLMOHHON GesonacHocTu. CUCTeMHbIV Noaxod npeanonaraeT npoBeaeHue
KOMMNEeKca MeponpusaTUiA, BKIHOYAKOLWMX WUCcnefoBaHMe Yrpo3 WMHGOpMauMoHHON 6es-
onacHoctT n paspaboTky cuctembl 3awwmTbl MOH, ¢ NO3MUMM KOMMNIIEKCHOMO NPUMEHEHNS
TEXHUYECKUX N OPraHN3aLNOHHbBIX Mep U CPEeACTB 3alunThl.

Moa nHdopmaumnoHHon GesonacHocTbio M[H NOHMMaeTcsa 3aWuLWEHHOCTb Nepco-
HanbHbIX AaHHbIX U obpabaTbiBatoliern NX MHAPPACTPYKTYpe OT NMIOOLIX CryyYamHbIX Ui
3rTOHaMepEHHbIX BO34ENCTBUI, Pe3yfibTaTOM KOTOPbIX MOXET SIBUTbCA HaHECeHue yLiep-
6a camon uHdopmauuu, ee Bnagensuam (cydbektam MNMOH) nnu nHdpacTpyktype. 3agauu
MHOPMaLMOHHOM BEe30MacHOCTN CBOAATCA K MUHUMM3AUuKN yuiepba oT BO3MOXHOW pea-
nmnsaumm yrpos 6esonacHocTtu MNMOH, a Takke K NPOrHO3NPOBaHUIO U NpeLoTBpPaLLEHUIO Ta-
KUX BO3OENCTBUN.

KoHuenuusa cny>xut ocHoBOW Ansi pa3paboTkyM KOMMnekca opraHn3aunmoHHbIX U Tex-
HUYeCKMx mep no obecneveHnto NHPOPMaLUMOHHOW 6e30MacHOCTN YUpexaeHun, a Takke
HOPMATUBHbBIX U METOAMYECKMX AOKYMEHTOB, obecneymBarolmMx ee peanusaumio, U He
npeanonaraeT nogMeHbl YHKLUUI rocyaapCTBEHHbIX OpraHoB Briactu Poccunckon depne-
pauun, oTBevarlwmx 3a obecneyeHne 6e30nNacHOCTU MHAPOPMALMOHHBLIX TEXHOMOMMIA M
3awmTy nHdopmauuu.

KoHuenuna aBnaeTca MeTogonorn4eckon OCHOBOM ANs:

- (hbopmmpoBaHMs 1M NpoBeaeHUs eanHON NMONUTUKM B obnactu obecneveHnsa 6es-

onacHoctu NAH B NUCT1OH YupexaeHus;
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- MIPUHATUSA YNpaBfEeHYECKUX peLlleHnn u pa3paboTku NpakTU4ecKMx Mep no BO-
nnoweHno nonutukn 6esonacHoctn MNOH 1 BbIPabOTKM KOMMEKCa COrfiacoBaHHbIX Mep
HOPMaTUBHO-NPABOBOrO, TEXHOSIOMMYECKOrO N OpraHn3auMOHHO-TEXHUYECKOrO XapaKkrepa,
HanpaBfeHHbIX Ha BbISIBNEHWE, OTPaXXeHue M NUKBMAAUMIO MOCMEeACTBMMA peanuaauun
pasnun4yHbIX BUAoB yrpo3a MNAH;

- KOOpAMHaAUMWN OeATeNbHOCTU CTPYKTYPHbIX nogpasgeneHun YuypexaeHus npu
npoBegeHMn paboT no passuTtuio K akcnnyaTtaumm UCIOH ¢ cobniogeHnem TpeboBaHum
obecneyeHus 6esonacHocTu MNOH;

- pa3paboTkn nNpennioXXeHu No COBEPLUEHCTBOBAHMIO MPaBOBOro, HOPMAaTUBHOIO,
MEeTOLMYECKOrO, TEXHUYECKOrO U opraHnsaumoHHoro obecnedenna 6esonacHoctu MNOH B
NCIMOH YypexaeHus.

O6nacTtb npumeHeHna KoHuenuun pacnpoCcTpaHseTcsl Ha BCE YYpeXOaeHUs1 UMeto-
LUMe OTHOLWIEHME K cucTemMe obpasoBaHus TaMMbIPCKOrO MyHMUMMNANbHOIO panoHa, 3KC-
nnyaTupylowme TexHuyeckme n nporpaMmmuble cpeacrtea VNCIOH, B KOTOPbIX OCyLLEeCTBNSA-
eTca aBTomaTuampoBaHHas obpaboTka NH, a Takke Ha nogpasgeneHus, ocyLecTBsAt-
LumMe conpoBoOXaeHune, obcnyxmeaHne n obecneyeHne HopmanbHOrO PYHKLMOHUPOBAHMS
NCIMan.

MpaBoBon 6Gason gns paspaboTkm HacTosiwen KoHuenuum cnyxat TpeboBaHus
aencTeyowmx B Poccnn 3akoHogaTenbHbIX U HOPMaTUBHbBIX JOKYMEHTOB N0 06ecneyeHnto

BesonacHoCcTM nepcoHarnbHbIX AaHHbIX (MOH).
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1 O6wme nonoxeHus

Hactosiwaa KoHuenuusa onpegensieT OCHOBHblE Lenu U 3aayun, a Takke obulyto
cTpaTernto NOCTPOEHUS CUCTEMbI 3aLMTbl NepcoHanbHblX AaHHbIX (C3MOH) YypexaeHus,
B cootBeTcTBUMM C lNMepevHem UNCTOH. KoHuenums onpenensieT oCHOBHble TpeboBaHUsA U
6asoBble NOAxXoAbl K UX peanusaumu, onsa JOCTUXeHnUs Tpebyemoro ypoBHS B6e3onacHoOCTH
MHopMauuu.

C3lNAn npeacraBnsiet cobon COBOKYMHOCTb OPraHM3auNOHHbIX U TEXHUYECKUX Me-
ponpuaTnn ans sawmtbl MNMOH OT HENpaBOMEPHOro UM CnyyvyamHoOro Aoctyna K HUM, YHU-
YTOXEHUHA, U3MEHeHUs, BNOKMPOBaHUS, KOMMPOBaHWUA, pacnpocTpaHeHusa NOH, a Takke
WHbIX HEMPaBOMEPHbIX AEACTBUIA C HUMM.

BesonacHOCTb NepcoHanbHbIX AaHHbLIX 4OCTUraeTca NyTemM UCKMYEHUS HeCaHKLUM-
OHUPOBAHHOrO, B TOM YMCIe Cry4yanHoro, 4OCTyna K nepcoHanbHbiM AaHHbIM, pe3yrbTa-
TOM KOTOPOrO MOXET CTaTb YHUYTOXEHWe, M3MeHeHue, GrokmpoBaHue, KOnMpoBaHue,
pacnpocTpaHeHne MnepcoHarbHbIX AaHHbIX, @ Takke WHbIX HECAHKLMOHMPOBAHHbLIX OeN-
CTBUN.

CTtpykTtypa, coctaB 1 ocHOBHble (pyHkumn C3IOH onpegensaTca ncxoasa U3 knacca
NCMNAOH. C3MNOH BKNOYaeT OpraHM3aunoOHHbIE MEepPbl U TEXHUYECKME CPeacTBa 3aluuTbl
nHdopmauumn (B ToM umncne wmndpoBanbHble (Kpuntorpadudeckme) cpeacrtea, cpeacTtea
npegoTBpaLleHns HeCaHKUMOHMPOBAHHOIO A0CTyna, YTeYkun uHopmaumMm no TexHu4e-
CKMM KaHaram, nporpaMMHO-TEXHUYECKNX BO3OENCTBUN Ha TeXHUYECKne cpeacTtesa obpa-
6otkm MNOH), a Takke ucnonb3lyembie B MH(POPMALMOHHON cucTemMe UHPOPMALMOHHbIE
TEXHOMOIMMW.

OTn mepbl Npm3BaHbl 0b6ecneyvnThb:

- KOH(bMAaeHUManNnbHOCTb MHGOPMaLMK (3almTa OT HECAHKLUMOHUPOBAHHOMO O3Ha-
KOMMeHns);

- LLeNTOCTHOCTb WHopMauumn (akTyanbHOCTb U HENPOTUBOPEUMBOCTL WHAGOPMa-

umun, ee 3allneHHOCTb OT pa3pyleHnda N HeCaHKUMOHNPOBAHHOIO I/I3MeHeHI/I$I);

- AOCTYNHOCTb MWHopMauMM (BO3MOXHOCTb 3a NpuemMnemMoe BpeMsi MOoNny4vuTb

Tpebyemyto MHPOPMALMOHHYIO YCITyry).

Craguu cospanus C3IOH BknovatoT:

- NpeanpoekTHasa CcTagums, BKNuvatowas npeanpoektHoe obcneposanne WCTIOH,
pa3paboTKy TEXHNYECKOro (YaCTHOro TEXHMYECKOr0) 3a4aHus Ha ee co3aaHue;
- CTagmna NpoekTnpoBaHna (pa3paboTkn npoektoB) u peanusauun UCI1OH, Bknto-

vatowlas paspabotky C3lNOH B coctase VICTH;
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- cTagusa Beoga B genctemne C3I10H, BkniovaroLas onbITHYHO 3KCnnyaTauunio U npu-
€eMO-COATOYHbIe UCMbITaHUS CPeACTB 3alimTbl UHOpMaLmMK, a TakkKe OLEeHKY COOTBeT-

cteusa CINOH TpeboBaHmnsm 6e3onacHOCTN MHopmaumn.

OpraHusaunoHHble Mepbl NpeaycMaTpuBaloT co3faHne n nogaep)xaHue npaBoBOM
6a3bl 6e3onacHocTu MNOH 1 pa3paboTky (BBEAEHWE B AENCTBUE) NPeayCMOTPEHHbIX [onun-
TMKON  MHopMmaumoHHon BesonacHoctn  WCIIOH  cnegylowmx  OpraHu3auuoHHO-
pacnopsaanTenbHbIX 4OKYMEHTOB:

- Mnan meponpuaTnin no obecneveHnto sawmTbl MNMOH npu nx obpaboTtke B NCIOH;

- MnaH meponpusaTUin NO KOHTPOIO obecneyeHus 3awuTbl MNOH;

- MNopsigok pesepBupoBaHNsa U BoccTaHoBNeHUs pabotocnocobHoctn TC m MO, 6a3

AaHHbIX n C3WU;

- JormkHocTHas uHcTpykuua agmuHnctpatopa VCIOH B yactn obecneyeHus 6es-

onacHoctu MNAH npn nx obpabotke B UCIAH;

- JJormkHOCTHas NHCTPYKUMS agMmnHucTpatopa 6e3onacHoctn VCIOH;

- JormkHocTHas uHcTpykuusa nonb3osatend WCIIOH B yactn obecnedeHns ©Ges-
onacHoctu MNAH npn nx obpabotke B UCIH;

- HCTpyKumst Ha cny4vam BO3HUKHOBEHWSI BHELLTATHON CUTyauun;

- PexomeHgaumm no mcnonb3oBaHM0 NPOrpamMMHbIX U annapaTHbIX CPeacTB 3alyu-

Tbl MHpOPMaLNNA.

TexHuyeckne Mepbl 3alWUTbl PeanuayTcs NpY MOMOLLM COOTBETCTBYHOLUMX MpPO-
rPaMMHO-TEXHUYECKUX CPEACTB U METOA0B 3aLUThI.
MepeyeHb HEOBXOOANMBIX Mep 3alLMTbl MHCpOpMaUMK onpeaensieTcs no pesynbTa-

TaM BHyTpeHHen nposepkun 6esonacHoctn NCTTOH YupexaeHus.

14


../21-10-2014_07-12-16/пакет%203/Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
../21-10-2014_07-12-16/пакет%203/Приложение%2014%20План%20внутренних%20проверок.doc
../21-10-2014_07-12-16/пакет%203/Приложение%2013%20Порядок%20резервирования%20и%20восстановления%20работоспособности%20ТС%20и%20ПО,%20баз%20данных%20и%20СЗИ.doc
../21-10-2014_07-12-16/пакет%203/Приложение%2013%20Порядок%20резервирования%20и%20восстановления%20работоспособности%20ТС%20и%20ПО,%20баз%20данных%20и%20СЗИ.doc
../21-10-2014_07-12-16/пакет%203/Приложение%2017%20Инструкция%20администратора%20ИСПДн.doc
../21-10-2014_07-12-16/пакет%203/Приложение%2017%20Инструкция%20администратора%20ИСПДн.doc
../21-10-2014_07-12-16/пакет%203/Приложение%2019%20Инструкция%20администратора%20безопасности%20ИСПДн.doc
../21-10-2014_07-12-16/пакет%203/Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
../21-10-2014_07-12-16/пакет%203/Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
../21-10-2014_07-12-16/пакет%203/Приложение%2020%20Инструкция%20пользователя%20по%20обеспечению%20безопасности%20обработки%20персональных%20данных,%20при%20возникновении%20внештатных%20ситуаций.doc

2 3apaum C3MNAH

OcHoBHoM uenbto C3MNOH aBngeTca MUHUMU3auus yuiepba oT BO3MOXHOW peanu-
3aumm yrpos 6esonacHoctum MNAH.

[na pocTMkeHuss oCHOBHOM uenu cuctema 6esonacHoctu MAH UCIMOH gomkHa
obecneunBatb ahPEKTUBHOE peELLEHNE CrneayoLnX 3agay:

- 3aWmTy OT BMeLaTenscTBa B npouecc pyHkunoHnposaHms ACTOH NOCTOPOHHUX
nuy, (BO3MOXHOCTb ncnonb3oBaHus AC 1 JOCTyn K ee pecypcaM OO0SMKHbI UMETb TOMbKO
3aperncTpupoBaHHble YCTaHOBSIEHHLIM MOPAAKOM NONb30BaTENN);

- pasrpaHuyeHne [OCTyna 3aperMcTpupoBaHHbLIX MOrb3oBaTenen K annapaTHbIM,
nporpaMmmHbIM 1 MHGOopMaLMoHHbIM pecypcam VCTOH (BO3MOXHOCTb AOCTyNa TOSIbKO K
TEeM pecypcam U BbINOSIHEHUS TOMBbKO TEX onepauui C HUMU, KOTOpble HEOBXOAMMbI KOH-
KpeTHbIM nonb3oBatenam VCIOH ons BbINOMHEHNSA CBOUX CNYXEBHbIX 0653aHHOCTEN), TO
€CTb 3alUnNTy OT HECAHKLMOHNPOBAHHOIo JOCTyna:

a) K MHopmauuu, umpkynupytowlen B UCIMOH;

0) cpeacTBam BbluMCnIUTENBHOW TexHUKU UCTOH;

B) annapaTHbIM, MPOrpaMMHBbIM M KpUNTOrpacMyecknM CpeacTBam 3aluThl,
ncnonbdyemsiMm B CTH;

- perucTpauuio encTBuM Nonb3oBaTenen nNpu UCNosib30BaHUKU 3alUmLLaeMblX pe-
cypcoB VCIIH B CUCTEMHBIX XXypHanax U Nepuoanyeckmii KOHTPOSb KOPPEKTHOCTU OEW-
CTBUI NONb30OBaTeSNlen CUCTEMbI MyTEM aHanNn3a COAEePXXMMOro 3TUX XXypHaros;

- KOHTPOSIb LEenoCcTHOCTM (obecnevyeHne Hen3MeHHOCTU) cpedbl UCMOSTHEHUS MpPo-
rpamMm 1 ee BOCCTaHOBIIEHUE B CriyYae HapyLUEHWS;

- 3alnUTy OT HECaHKUWMOHMPOBAHHOW MoAUMUKALNN U KOHTPOSb LEeNOCTHOCTU UC-
nonb3yembix B UCIOH nporpaMMHbIX CpeacTB, a TakkKe 3aluTy CUCTEMbI OT BHEAPEHUS
HEeCaHKUMOHNPOBAHHbIX NPOrpamm;

- 3awmTy MOH OT yTEeYKM NO TEXHUYECKUM KaHanam npu ee obpaboTke, XpaHeHUN U
nepegaye no KaHanam CBs3u;

- 3awmTty MNOH, xpaHumon, obpabaTbiBaeMon 1 nepegaBaemMon rno KaHanam CBsi3u,
OT HECAHKLMOHMPOBAHHOIO pasrnalleHns U NCKaXKEeHWS;

- obecneyeHne XUBYYeCTU KpunTorpauyecknx cpencts 3almTbl MHGOpMaUUn
npwv KOMNpoMeTaumm YacTu Knto4eBON CUCTEMbI,

- CBOEBPEMEHHOE BbISBMEHME UCTOYHMKOB Yyrpo3 6esonacHoctu MMOH, NpyvynH u
yCroBui, cnocoOCTBYyOLMX HaHeceHuto yuepba cybbektam OH, co3gaHne mexaHusma

ornepaTMBHOIO pearnpoBaHust Ha yrpo3bl 6e3onacHocTu MOH 1 HeraTMBHbIE TEHOAEHLUMN;
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- co3gaHve YCrnoBuii Ans MUHMMM3aUMKM M fokanusaumm HaHoCMMOro yulep6a He-
NpaBOMEpPHbLIMU AENCTBUSMU (PUINYECKMX U IOPUONYECKUX NUL, ocnabrneHne HeraTMBHOrO

BNUSIHUA U NNKBNOALMNSA NOCreacTBUn HapyLwleHnAa GesonacHoCcTK rlﬂ,H
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3 O6bekTbI 3aWUTbI
3.1 NepeyeHb MHPOPMALIMOHHBLIX CUCTEM
B YupexgeHun npounsBoamtca obpaboTka nepCcoHanbHbIX AAaHHbIX B MHAOPMaLU-
OHHbIX cuctema 06paboTkm nepcoHanbHbIX AaHHbIX (UCIOH).
MepeveHb UCTIOH onpepensieTcss Ha ocHoBaHum OT4eTa Mo pesynbTaTaM BHYT-

pPEeHHEN NPOBEPKU.

3.2 NepeyeHb 06BHLEKTOB 3alWUThbI
Ob6bekTamun 3awmTbl ABNAOTCA — MHGOpMauums, obpabatbiBaemaa B VICIOH, u
TexHuyeckune cpeacrtsa ee obpaboTku n 3awmThl. [NepedyeHb NepcoHanbHbIX AaHHbIX, NOA-
nexatume sawmTe, onpeaeneH B lNepeyHe nepcoHanbHbIX AaHHbIX, NOANEeXalmx 3awuTe
B CIMA.

O6beKTbl 3aLMTbl BKIHOYaIOT:

1) O6pabaTbiBaemasi HcpopmMaLmsi.

2) TexHonornyeckas nHdopmaums.

3) MporpaMmHO-TEXHUYECKME cpeacTBa 06paboTKu.

4) Cpeactsa 3awmTbl MOH.

5) KaHanbl MHOpMaLMOHHOro 06MeHa 1 TeNeKoMMYHUKaLMW.

6) O6BbEKTbI U MOMELLEHUS], B KOTOPbIX pa3MeLleHbl komrnoHeHTsl CTIOH.
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4 Knaccudmkauma nonb3oatenen UCMNOH
Monb3oatenem UCIOH saBnseTca nuuo, yvacTeyowee B (PyHKUNOHMPOBAHUN UH-
dopMaLMOHHON CUCTEMbI NMEePCOHarnbHbIX OaHHbIX UNWU UCMONb3ylollee pesynbTaThl ee
dyHKUMoHUpoBaHus. MNonb3osaTtenem VCIOH aBnseTcs nobon COTPYAHUK YUpexaeHus,
nmetowmn goctyn Kk UCIMNOH n ee pecypcam B COOTBETCTBUN C YCTAHOBIIEHHbLIM NOPSLKOM,
B COOTBETCTBUMN C €ro PyHKUNOHaNbHbIMU 0653aHHOCTSIMN.

Monb3oatenu NCIOH genaTtcs Ha TpY OCHOBHbIE KaTeropum:

1) AomunncTpatop WUCTOH. CoTpyaHukM YupexaeHusi, KoTopble 3aHMMatoTcst
HaCTPOWKOW, BHEAPEHMEM M conpoBoXaeHnem cuctembl. AamuHuctpatop NCIMOH obna-
AaeT cnefyowmm ypoBHeM JocTyna:

- obnagaeT NofHOM MHdopMaunen 0 CUCTEMHOM M NPUKIAAHOM Nporpamm-

Hom obecneyveHun NCIOH;

- obnagaeTt nonHom WHdopMaunen O TEXHUYECKUX CpeacTBax M KOHuUry-
paunn NCT10H;

- UMeeT JOCTYN KO BCEM TeXHUYECKUM cpeacTBam 0bpaboTku nHhpopmaumm

n aaHHbim NCTOH;

- obnagaeTt npaBamMu KOHUIypmpoBaHUS U agMUHUCTPATUBHOW HACTPOMKU

TexHudeckux cpeacts ACTOH.

2) Mporpammuct-paspabotumk NCIMOH. COTpYAHUKN YUPEXOAEHUS U CTOPOHHUX
opraHuMsauun, KoTopble 3aHMmalrTcs pa3paboTkon nporpammHoro obecnedenus. Paspa-
6oTtuuk VICIOH obnagaeT cneaylowmm ypoBHEM JoOCTyna:

- obnagaet vHopmaumen ob anroputTMmax U nporpammax obpaboTkM WH-
dopmauum Ha NCTOH;
- obnagaeT BO3MOXHOCTAMU BHECEHMUST OLIMBOK, HeaeKapMpoBaHHbIX BO3-

MOXXHOCTEN, NPOrpaMMHbIX 3aKnagok, BPEAOHOCHbLIX MporpamMm B MNporpammMHoe

obecnevenne NCIOH Ha cTagun ee pa3paboTkun, BHEAPEHNS N CONPOBOXAEHUS;

- MOXeT pacnonaratb NnodbiMn parmeHTammn mHdopmaumm O TOMNOSOrMm

NCIMOH n TexHnyecknx cpeacrteax obpabotku n 3awmtsl MNOH, obpabaTbiBaeMbIX B
NCMAOH.

3) Onepatop NCIMOH. CoTpyaHWKM noapasgeneHnin YUpexaeHust y4acTByoLmMX B
npouecce akcnnyataumm UCIMAOH. Onepatop NCIOH obnagaeT cnegyrowmnm ypoBHEM A0-

cTyna:
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- obnagaet BcemMu HeobxoaMmbiMu aTtpubyTamu (Hanpumep, naponem),
obecneunBaroLMMm JOCTYN K HEKOTOPOMY nogmMHoxecTBy MNMH;
- pacnonaraeT KoHuaeHUnanbHbIMU AaHHbIMUY, K KOTOPbLIM UMEeeT AO0CTYnM.
KaTeropun nonb3oBaTtenen AOo0fmkHbl ObiTb onpefeneHbl ana kaxgon WCIIOH.
[OmMKHO ObITb YTOYHEHO pasgerneHne COTPYAHWKOB BHYTPWU KaTeropui, B COOTBETCTBUM C
TMNamu nonb3oBaTenen onpeneneHHbiMuy B Nonutmnke nHpopmaumoHHom 6e30nacHOCTH.
Bce BbisiBneHHbIE rpynnbl nonb3oBatenen otpaxatotca B OTyeTe nNo pesynbrartam
BHYyTpeHHen npoBepkn. Ha ocHoBaHun OTyeTa onpeaenstoTcsa npaBa JocTyna K dreMeH-
Tam VCIOH ansa Bcex rpynn nonb3oBaTternien n oTpaxattca B MaTtpuue goctyna B Nono-

XEeHUN O pa3rpaHn4eHnn npas OOCTyna K O6pa6aTbIBaeMblM nepcoHarnibHbIM JaHHbIM.
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5 OcHOBHbIe NPUHLMNbLI NOCTPOEHUSI CUCTEMbI KOMMNJIEKCHOW 3alinTbl MH(OpMaLmm
MocTtpoeHune cuctembl obecneyeHns 6esonacHocTu MOAH NCIMOH YupexaeHus n ee
PYHKUNOHUPOBaHUE OOMMKHbI OCYLLECTBNATLCA B COOTBETCTBUM CO CredytoLwMMM OCHOB-

HbIMW NPUHLMNAMMU:
- 3aKOHHOCTb;
- CUCTEMHOCTb;
- KOMMMNEKCHOCTB;
- HEeNpPEepbIBHOCTb;
- CBOEBPEMEHHOCTb;
- NPEEeMCTBEHHOCTb M HEMPEPbLIBHOCTb COBEPLLEHCTBOBAHWS;
- NepcoHanbHas OTBETCTBEHHOCTb;
- MMHUMM3ALMA NOSTHOMOYNIA;
- B3aMMOOEWNCTBUE U COTPYAHNYECTBO;
- TMOKOCTb CUCTEMBI 3aLLUThI;
- OTKPbITOCTb anropuTMOB U MEXaHNU3MOB 3aLLUMUThI;
- NPOCTOTa NPUMEHEHUS CPeaCTB 3aLUUThbl;
- Hay4Hasi 060CHOBAHHOCTb N TEXHUYECKas peann3yeMocCTb;
- cneumanusaums u npodeccMoHanunsam;

- 0653aTEeNBbHOCTb KOHTPONA.

5.1 3akoHHOCTb
lMpegnonaraet ocywlecTBrAeHne 3almTHbIX MeponpuaTun mn paspabotky C3IMOH
YypexgeHus B COOTBETCTBMM C OEUCTBYHOLLMM 3aKOHOL4ATENbLCTBOM B Obnactu 3alnTbl
MOH n gpyrux HOpMaTMBHbLIX akTOB MO 6€30MacHOCTM MHAOPMaLUUK, YTBEPXKOEHHbIX Opra-
HaMW rocygapCTBEHHOM BNacTU U ynpaBneHust B npegenax nx KoMneTeHumn.
Monb3oBatenu n obenyxmnsatowmn nepcoHan MNAOH NCIMOH YypexaeHuss 4OMKHbI
ObITb OCBE4OMIIEHbI O NopsiAke paboThbl C 3alLULAEMON NHopMaumen n o6 OTBETCTBEH-

HOCTM 3a 3awuTbl MNOH.

5.2 CuctemHocTb
CuctemHbin nogxof k noctpoeHuto C3MNOH YupexaeHna npegnonaraeT yyeT BCeX
B3aUMOCBSI3aHHbIX, B3aUMOLENCTBYIOLLMX M M3MEHSIOLWMXCS BO BPEMEHU 3MEMEHTOB,
YyCNOBUN N (PaAKTOPOB, CYLIECTBEHHO 3HAYMMbIX OS5 MOHUMAHUA U pelueHnsa npobnembl

obecneyvenus 6esonacHocTtu MNAH NCIMOH YupexaeHnus.
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Mpn co3gaHmMm cucTeMbl 3alMThl AOSMPKHbI YY4MTbIBATbCS BCe cnabble n Hanbonee
ysi3BUMble MecTa cuctembl obpabotku MNOH, a Takke xapakTep, BO3MOXHble OObeKTbI U
HanpaBfieHMs1 aTak Ha CUCTEMY CO CTOPOHbI HapyLlumTenen (0CobeHHO BbICOKOKBaANMuLm-
POBAHHbIX 3MOYMbILIEHHMKOB), MYTU MPOHUKHOBEHUS B pacnpefeneHHble CUCTEMbI U
HCO k nHdopmauumn. Cuctema s3awmnTbl AOSDKHA CTPOUTLCS C Y4ETOM He TOSNbKO BCEX U3-
BECTHbIX KaHarnoB npoHukHoBeHna n HC[I kK nHdopmauumn, HO U C y4eTOM BO3MOXHOCTU

nosAsBJsieHndA npmnHUMnmasiibHO HOBbIX nyTe|7| peann3aunmn yrpos GesonacHocTMw.

5.3 KomnnekcHocTb

KomnnekcHoe ncnonb3oBaHWe MeTOAOB M CPeACTB 3aluMThl npeanonaraeT corna-
COBaHHOE NPUMEHeHMEe Pas3HOPOAHbIX CPEACTB MpU NOCTPOEHUN LIENTOCTHOM CUCTEMBI 3a-
LWNTBI, NepeKpbiBaloLLEen BCe CyLLLECTBEHHbIE (3HAaYMMbIE) KaHanbl peanu3aumm yrpos n He
cogepxallen crnabblx MECT Ha CTbIkax OTAENbHbIX €€ KOMMNOHEHTOB.

3awmta gormkHa CTPOUTbCS SLLENOHMPOBAHO. [ns KaXaoro kaHana yTedkn WH-
dopmaumm 1 ansa Kaxgow yrposbl 6e30MnacHOCTM A0SMKHO CyLleCcTBOBaTb HECKOSbKO 3a-
LWNTHBIX pybexen. CosgaHne 3almUTHbIX pybexen ocyLecTBNseTcs C y4eTOM TOro, YTobbl
ANS MX NpeofofieHnst MoTeHUnanbHOMY 3MOYyMbILWNEHHUKY TpeboBanucb npodeccuno-
HanbHble HaBbIKN B HECKONbKMX HEB3aMMOCBA3aHHbIX 0OnacTax.

BHewHaa 3awmta gomkHa obecneunBaTbCcs hmusndeckumm cpencreamm, opraHm3a-
UWUOHHBLIMW U NpaBoBbIMKU Mepamu. OgHMM U3 Hanbornee ykpenneHHbIX pybexen npmussaHbl
ObITb cpeacTBa KpunTorpauyeckon 3alnTbl, peanm3oBaHHbIe C UCMOSTIb30BaAHNEM TEXHO-
norun VPN. [MpuknagHon ypoBEHb 3alUuTbl, YYUTbIBAKOLWMA OCOOEHHOCTM NPEeaMETHOM

obnacTtun, npeactaBnseT BHYTPEHHUN pybex 3almThbl.

5.4 HenpepbiBHOCTb 3awmThbi MOH

3awmTta MNOH — He pa3oBoe MepOonpUsaTUE N HE NPOCTasi COBOKYNHOCTb MpOBeAEH-
HbIX MEePONPUATUIA U YCTAHOBMEHHbLIX CPEACTB 3alunTbl, @ HENPEPbIBHbIN LieneHanpaBeH-
HbI NpoLecc, npegnonarawmn NPUHATUE COOTBETCTBYIOLLUMX MEpP Ha BCEX 3Tanax Xus-
HeHHoro uukna NCIOH.

WCIMOH AOMmMKHbI HaxXxoauTbCs B 3alMLLEHHOM COCTOSHWW Ha MPOTSHKEHUU BCETO
BpeEMEHU UX (PYHKUMOHMpPOBaHMsA. B COOTBETCTBUM C 3TUM MPUHLUMNOM OOSKHbI NPUHU-
MaTbCsa Mepbl N0 HegonyweHuto nepexoaa NCIOH B He3awuLeHHOe COCTOsIHUE.

BonbWNHCTBY (PU3NYECKUX U TEXHUYECKUX CPeacTB 3awuTbl ANns adpdeKTUBHOro
BbIMOSIHEHNSA CBOUX PYHKLMA HEOBXOAMMA MOCTOSIHHAA TeXHUYecKass U opraHu3aumoHHas
(aamMuHMCTpaTMBHANA) NoaaepXka (CBoeBpeMeHHasi cMeHa n obecnevyeHne npaBUSIbHOMO
XpPaHEHUS1 N NPUMEHEHUS UMEH, NapOosen, Kven WndposaHna, nepeonpegeneHme non-

HoMouuMi 1 T.n.). MNMepepbiBbl B paboTe cpeacTB 3awmuTbl MOryT ObiTb MCMNONb30BaHbI 3510-
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YMbILUNEHHUKaMN AN aHanuM3a npuMeHaeMbIX MeTo40B U CPpeaCcTB 3alunThl, AN BHegpe-
HUA cneyunanbHbIX NPOrpaMMHbIX U annapaTHbIX "3aknagok" n apyrux cpencrs npeogone-

HUNA CUCTEMBbI 3aLllnTbl NOCJS1€ BOCCTAHOBJIEHUA €€ beHKLWIOHVIpOBaHVIﬂ.

5.5 CBoeBpeMeHHOCTb

Mpegnonaraet ynpexaawLwmin xapaktep mep obecneveHms 6esonacHoctn MNOH, TO
€CTb NOCTaHOBKY 3agday no komnnekcHon 3awmute VCIMOH n peanusauuio mep obecnevye-
Hua 6esonacHocTu MNOH Ha paHHMX cTaguax paspaboTtkn ACTIOH B uenom n ee cuctemsl
3awnTbl MHOPMaLMN, B HAaCTHOCTMU.

PaspaboTka cucTtembl 3aliMTbl AOSDKHA BECTUCHb MapanfernbHO ¢ pas3paboTkon u
pasBuTMeM camMoKr 3aluLaeMon CUCTeMbl. JTO MO3BONUT yvecTb TpeboBaHua Gesonac-
HOCTM MPWU NPOEKTUPOBAHUN apXUTEKTYPbl U, B KOHEYHOM c4veTe, co3aaTb bonee adpdek-

TUBHbIE (Kak Mo 3aTpaTam pecypcoB, Tak M MO CTOMKOCTW) 3aLUMULLEHHbIE CUCTEMBI.

5.6 NMpeeMcTBEHHOCTL U COBEpPLUEHCTBOBaHWe
lMpeanonaraloT NOCTOSIHHOE COBEPLUEHCTBOBAHWE Mep U CPeAcTB 3aluTbl MHOP-
Maunn Ha OCHOBE NPEEMCTBEHHOCTN OpraHn3auMOHHbIX N TEXHUYECKUX PEeLLUEHNn, Kagpo-
BOro cocrtaBa, aHanmsa dyHkumoHnposaHus CIMOH 1 ee cuctemMbl 3aWmnTbl C y4€TOM U3-
MEHEeHUn B MeToJax U cpeactaax nepexasaTta MHgopmauumn, HopmaTUBHbIX TpeboBaHUIM No

3alumTe, JOCTUNHYTOro OTEYECTBEHHOMO U 3apy0EeXXHOro onbiTa B 3To 0bnacTu.

5.7 NepcoHanbHaA OTBETCTBEHHOCTb
MpegnonaraeT BO3NOXEHNE OTBETCTBEHHOCTU 3a obecneveHne 6esonacHoctn MNOH
N cuctemMbl nx 06paboTKM Ha Kakgoro COTpyagHUKa B npedenax ero nonHomoumin. B coot-
BETCTBMM C 3TUM NPUHLUUMNOM pacnpeaeneHne npas 1 0683aHHOCTEN COTPYAHUKOB CTPO-
NTCs Taknm obpasom, YTobbl B cnyyae noboro HapyLeHust Kpyr BUHOBHMKOB Obln YeTKO

n3BecCTteH nnn ceegeH K MUHMMyMmy.

5.8 MpuHLUMN MMHUMK3aLUN NONTHOMOYUNA
OsHavaeT npegocTaBneHne nosib3oBaTesNiiM MMHMMarbHbIX NpaB AocTyna B COOT-
BETCTBUM C NPOU3BOACTBEHHOW HEOBXOOUMOCTbLIO, HA OCHOBE MpUHUMMA «BCe, YTO He
paspeLleHo, 3anpeLleHo».
Hoctyn k MNMOH gormKkeH NpeaoCcTaBnsaTbCS TOMbKO B TOM crydae u ob6beme, ecnu aT1o

HeobxoanumMo COTPYOHUKY O5NnA BbINOJTIHEHUA €ro OJMKHOCTHbIX obsa3zaHHoOCTEN.

5.9 BazaumogencTeme U COTpyaHUYECTBO
Mpegononaraet co3gaHne GnaronpuaTHOM atmocdepbl B KONMEKTUBax noapasne-
nenun, obecneumsarowmx geatensHoctb VCTOH YupexaeHus, ana CHUXEHUS1 BEPOSTHO-

CTWU BO3HMKHOBEHUS HErATUBHbIX JENCTBUN CBA3AHHbIX C YEN0OBEYECKUM (*)aKTOpOM.
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B Takon obcTaHoBKe COTPYAOHUKN OOJ1KHbl OCO3HaHHO cobniogatb yCTaHOBJ1EHHbIE
npaBsuiia N OKa3blBaTb cofencteme B OeSATENbHOCTH no,qpas,ueneHMVl TEXHUYECKOMW 3aLLu-

Tbl MHpOPMaLINNA.

5.10 N'mbkocTb cuctemsbl 3awmThbl MNAOH
MpuHATbIE Mepbl U YCTaHOBIEHHbIE CPeacTBa 3alUTbl, 0COOEHHO B HayarbHbIN
nepuoa ux akcnnyataumu, moryt obecneuymBaTb Kak Ype3MepHbIA, Tak U HEQOCTATOUHbIN
ypOBeHb 3awuTbl. [ns obecneyeHns BO3MOXHOCTM BapbUPOBaHWS YPOBHEM 3aLLMLLEHHO-
CTW, CpeAcTBa 3alUnTbl OMKHbI 0bnagaTte onpeaeneHHon rmokocTblo. OCOBEHHO BaXKHbIM
9TO CBOWCTBO SIBNSIETCA B TE€X Crlyvasix, Koraa YCTaHOBKY CPeACTB 3alMTbl HE0OXoanmo
OCYLLECTBNATb Ha paboTaloLyo CUCTEMY, HEe Hapyluasi npouecca ee HopMasbHOro gyHkK-

LNOHNPOBaAHUA.

5.11 OTKpbITOCTb aNrOPUTMOB U MEXaHU3MOB 3aLUUTbI
CyTb NpvHUMNA OTKPLITOCTM anropuTMOB U MEXaHU3MOB 3alLMTbl COCTOUT B TOM,
YTO 3aluMTa He JoSKHa obecneynBaTbCs TOMBbKO 3a CHET CeKPEeTHOCTU CTPYKTYPHOW opra-
HM3aLUMM N anropuTMOB (PYHKLIMOHMPOBAHMS ee noacucteMm. 3HaHWe anroputMoB paboThbl
CUCTEMbI 3alUTbl HE AOIMKHO AaBaTb BO3MOXHOCTM €€ NPEOAOoNeHus (gaxke aBTopam).
OpHako, 3TO He O3HayaeT, YTOo MH(OPMaLUS O KOHKPETHOW cUCTEME 3aluTbl LOSPKHA

ObITb 06LWeaocTynHa.

5.12 MpocToTa NnpUMeHeHUs CpeaAcTB 3alUUTbI

MexaHn3Mmbl 3aLnTbl JOMMKHbI ObITb UHTYUTUBHO MOHATHBI U NPOCThI B UCNONb30Ba-
HUKW. NpMeHeHne cpeacTB 3aWmnTbl HE AOMKHO ObITb CBSA3aHO CO 3HAHWEM crneunanbHbIX
A3bIKOB UMW C BbIMNOSIHEHNMEM OEUCTBUN, TPebyrowmx 3HaYMTENbHbLIX OOMOMHUTESNbHbIX
Tpygo3aTtpatr npu o6bl4HOM paboTe 3aperncTpupoBaHHbLIX YCTAHOBMEHHBLIM MOPSAAKOM
nofb3oBaTtesien, a Takke He JOMMKHO TpeboBaTb OT NOSib3oBaTeENs BbIMOMHEHUSA PYTUHHBIX
MaronoHATHbIX eMy onepaumnin (BBo4 HECKOSTbKMX Napofien u UMeH U T.4.).

[lomkHa gocTuratbCs aBToOMaTU3auUusi MakCMManbHOro Yncrna 4encTBnmn Nonb3oBa-

Tenen n agmuHnctpatopos NCIOH.

5.13 Hay4yHass 060CHOBaHHOCTb M TeXHUYECKas peanusyeMocTb
NHdopMaLMOHHBIE TEXHOMOMMK, TEXHUYECKME 1 NMporpamMmmHbIe cpeacTsa, CpeacTsa
M Mepbl 3almMTbl MHPOPMAaLUM AOMKHbI BblTb peanu3oBaHbl HA COBPEMEHHOM YPOBHE
Pa3BUTUS HAYKU U TEXHUKM, HAyYHO OBOCHOBAaHBLI C TOYKM 3PEHUSA OOCTMKEHUSA 3a4aHHOro
ypOBHS 6e30MacHOCTM MHOPMALMX U AOMKHbI COOTBETCTBOBAThL YCTAHOBMEHHLIM HOp-

Mam n TpeboBaHusam no 6esonacHocTu MNAOH.
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C3lNAn pgomkHa OblTb OPMEHTMPOBAHA Ha peLUueHusi, BO3MOXHbIE PUCKM AN KOTO-
pbIX U Mepbl NPOTUBOAENCTBUS STUM PUCKaAM MPOLUNM BCECTOPOHHIOK TEOPETUYECKYIO U

NpaKTU4eCcKyto NPOBEPKY.

5.14 Cneumanusauusa u npodeccuoHanNn3m
MpeanonaraeT npuBriedeHne Kk paspaboTke CPEACTB M peanv3auun Mep 3aluThbl
NMHGOPMaLMN Creumann3vpoBaHHbIX OpraHu3auuii, Hauboree MOArOTOBMEHHbIX K KOH-
KpeTHOMY BuAy AesTenbHocTM no obecnedeHuto GesonacHoctn MOH, MMeOLWMX OMbIT
npakTU4Yeckon paboTbl M rocyaapCTBEHHYHO NMLEH3NIO HA NpaBO OKa3aHWs YCryr B 3TOW
obnactn. Peanusauusi aaMMHUCTPATUBHLIX MEP W 3KCMNyaTaumsi CpecTB 3alimTbl JOMXK-

Ha OCYLWEeCTBNATbCA I'IpOd)eCCI/IOHaJ'IbHO noaroToBJiIeHHbIMU cneunannctamMmm y‘-lpe)K,D,eHI/IFI.

5.15 O6sa3aTenbHOCTbL KOHTPONA

MpeanonaraeT 06s3aTeNbHOCTb U CBOEBPEMEHHOCTb BbISIBIIEHUS U NpeceyeHust
MOMbITOK HApYLUEHUs YCTAHOBIEHHBIX NpaBun obecneyveHuns 6esonacHocTy MOH Ha OCHO-
BE UCMOMb3yeMbIX CUCTEM W CPeACTB 3aluMTbl MHGOPMaLUMM NPU COBEPLLEHCTBOBAHUM
KPUTEPUEB U METOZIOB OLIEHKM 3P MDEKTUBHOCTU 3TUX CUCTEM U CPEACTB.

KoHTponb 3a AeATenbHOCThLIO NM60ro nonb3oBaTtens, Kaxaoro cpeacTsa 3alumTbl 1
B OTHOLLEHMN NMo60ro o6bekTa 3almUThbl OHKEH OCYLLECTBNATLCA HAa OCHOBE MPUMEHEHUS
CpeaCcTB OnepaTUBHOIO KOHTPOMS M perucTpaummn U OOMMKEH OXBaTblBaTb Kak HECaHKLMO-

HUpoBaHHbIE, TaK N CAHKLUNOHUNPOBAHHbLIE AEencTBUs nonb3oBaTenen.
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6 Mepbl, MeTOAbLI U cpeacTBa obecneyeHNss TPebyemMoro ypoBHSA 3alULLEHHOCTH
OGecneyeHne TpebyemMoro ypoBHS 3aLLMLLEHHOCTN AOSMPKHOCTM AOCTUraTbCsl C UC-
nonb3oBaHNMEM Mep, MeTodoB U cpedcTB 6esonacHocTn. Bce mepbl obecneyeHus Ges-

onacHoctn NCIOH nogpasgenatTcs Ha:
- 3aKoHoaTernbHble (NPaBoOBbIE);
- MOpanbHO-3TUYECKNE;
- OpraHM3auMoHHble (aAMUHUCTPATUBHbBIE);
- pusmnyeckue;
- TeXHN4Yeckme (annapaTHble N NPOrpaMMHbIe).

lMepeyeHb BbIbpaHHbIX Mep obecnedeHus 6esonacHOCTU oTpaxkaeTca B [1naHe me-

pOI'IpI/IFITI/IIZ no obecneyeHno 3aLLnThI nepcoHarnbHbIX AaHHbIX.

6.1 3akoHopaTenbHble (NpaBoOBbIE) Mepbl 3aWUTbI
K npaBoBbIM Mepam 3aLMTbl OTHOCATCHA OAEWUCTBYHOLUME B CTPAHE 3aKOHbI, yKasbl U
HOpMaTUBHbIE aKTbl, pernameHTupyowme npasuna obpawenusa ¢ MNOH, 3akpennawowme
npaBa M 006A3aHHOCTM Y4aCTHUKOB MH(OPMAaLMOHHBLIX OTHOLLIEHMI B npouecce ee obpa-
BOTKM M MCNOMb30BaHWS, a TaKkKe YyCTaHaBMMBalLME OTBETCTBEHHOCTb 3a HapyLUEHWUS
STUX NpaBus, NPENSITCTBYA TEM CaMbiM HEMPaBOMEPHOMY Mcnonb3oBaHuio MOH n aBnsito-

LUMeCs coepXMBaOLWUM PakTOPOM A58 NOTEHUMAaNbHbIX HapyLIMTENEN.
MpaBoBble Mepbl 3aLMTbl HOCAT B OCHOBHOM Ynpexaatowmin, npodmnakTmyeckni
XapakTtep 1 TpebytoT NOCTOSAHHON pa3bsCHUTENbHOM paboTbl C Nonb3oBaTenamm n obeny-

XunBawwmm nepcoHasrioMm CUCTEMBbI.

6.2 MopanbHo-3TU4YecKkne Mepbl 3aLWUThI

K MopanbHO-3TU4eCckMM MepaM OTHOCATCS HOPMbl MOBEAEHUs, KOTopble Tpaauum-
OHHO CIOXWIMCb UIN CKNagbiBaloTCs MO Mepe pacnpoctpaHeHus 3BM B ctpaHe unu ob-
LecTe. AT HOpMbl BOMbLUEN YaCTbO He ABMATCA 06a3aTeNbHbIMU, Kak 3akoHOAATENb-
HO YTBEPXOEHHbIE HOPMATUBHbIE aKTbl, OQHAKO, UX HecobnaeHne BedeT obblYHO K na-
[EHWIO aBTopuTEeTa, MPEecTMKa YenoBeka, rpynnbl NuL Unu opraHusauun. MopanbHo-
3TMYECKMEe HOPMbI ObIBalOT Kak HenmncaHble (Hanpumep, obLienpu3HaHHble HOPMbl YECTHO-
CTW, nNaTpMoTuama U T.M.), TaK U NUcaHble, TO eCTb OPOPMIIEHHbIE B HEKOTOPbLIA CBOA
(ycTtaB) npaBun nnu npeannucaHuin.

MopanbHO-3TU4eckMe Mepbl 3aliMTbl SABASKTCA NPOdUNakTUY4ecKuMmn n TpebyoT

NOCTOSIHHOM paGOTbI no co3gaHuo 300PpOBOIroc MoparibHOro KnnmMarta B KOorJiektuBax non-
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pasp,eneHMVl. Mopaano-amquKme Mepbl 3allnTbl CHMXAT BEPOATHOCTb BO3HUKHOBEHUA

HeraTUBHbIX ENCTBUN CBA3aHHbIX C YerioBe4YeCKUM PakTOPOM.

6.3 OpraHu3auunoHHble (aAMUHUCTPATUBHbIE) Mepbl 3alUTbI

OpraHunsaunoHHble (agMUHUCTPATUMBHbLIE) MEPbI 3aLlUMTbl - 3TO Mepbl OpraHM3aum-
OHHOrO XapakTtepa, perfiaMeHTupyroLwme npoueccol pyHkunoHmposanms VCIOH, ncnons-
3oBaHue pecypcoB NCIOH, aeaTenbHOCTb 06CNyKMBaIKOLWEro NepcoHana, a Takke nops-
AOK B3ammopencTeusa nonb3osartenen ¢ NCIOH Takmm obpasom, 4Tobbl B HanbonbLuen
CTEeNeHN 3aTPYyaHUTb U UCKINKYNTL BO3MOXHOCTb peanu3aunmn yrpo3 6e3onacHoCTn unm
CHU3UTb pa3Mmep NoTepb B Cryvae ux peannasauumu.

MaBHasa uenb aAMUHUCTPATUBHBLIX Mep, NpeanpuHUMaeMbIX Ha BbiCLLEM YrpaB-
neH4yeckoM ypoBHe — cchopmupoBaTb MonuTuKy uUHdopmaunoHHon BesonacHoctn [H
(oTpaxarowyo noaxodbl K 3awmre uHdopmMmauumn) n obecneunmtb ee BbINOSIHEHME, BblOe-
nasa HeobxoanMbIe PECYPCbI U KOHTPONUPYS COCTOSIHME Aen.

Peanusauusa MNonutukn nHgopmaumoHHon 6esonacHoctn MNAH B NCIMOH cocTtoaT
M3 Mep agMUHUCTPATUBHOIMO YPOBHA M OpPraHM3auMOHHbIX (NpouedypHbiX) Mep 3awuTbl
MHopMauu.

K agMUHUCTpaTUBHOMY YPOBHIO OTHOCATCS PELUEHUS PYyKOBOACTBA, 3aTparvBato-
wne gearenbHoctb NCIOH B uenom. 3Tu pelueHnsa 3akpennstotca B [lonutuke nHdop-
MaLUMOHHON 6e3onacHOCTU. [NMpmMepom Taknx peLeHnn MoryT ObiTb:

- NPUHATUNE peLleHns o dOpPMUPOBaAHMN U NEPECMOTPE KOMMIEKCHOM NpOorpaMmmbl
obecneyveHuns 6esonacHocTu MNLH, onpegeneHne OTBETCTBEHHbLIX 3@ €€ peanusauuio;

- bopmynupoBaHue Lernen, NocTtaHoBKa 3ajad, onpeneneHve HanpasneHun aes-
TenbHoCcTK B obnactu 6e3onacHoctu MNAOH;

- MPUHATNE PEeLUeHn No BOMpocamM peanu3aumm nporpaMmmbl 6€30nacHOCTU, KOTO-
pble paccMaTpmMBalOTCS Ha YPOBHE YUpexaeHus B Lenowm;

- obecneyveHne HopMaTMBHOW (NpaBoBoK) 6a3bl BONPOCOB 6e30MacHOCTM 1 T.1.

lMonuTuka BepXHEro ypoBHA AOSHKHA YETKO O4epTUTb cdepy BAUSHUS U OrpaHnye-
HUSA Npy onpegeneHun uenen 6esonacHoctu MNOH, onpegennTb Kakumm pecypcammn (mMa-
TepuarnbHble, NepcoHan) oHn ByayT OOCTUrHYTbl U HANTU Pa3yMHbI KOMAPOMUCC MeXAY

npuemnemMbiM ypoBHeM 6e3onacHoOCTU U yHKumnoHanbHocTbo CTOH.

Ha opraHusauMoHHOM ypOBHE OnpefensoTcsa npoueaypbl U npasuna JOCTUXKEHUS
uenen n pewenunsa 3agad MNMonutnkm nHopmaumoHHon 6esonacHocTu MOAH. 3Tn npasuna
onpenensior:

- KakoBa obnacTb NpUMeHeHUs NonUTUKM 6esonacHocty MNOH;
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- KaKOBbl PO U 00513aHHOCTU AOIMKHOCTHLIX NUL, OTBeYarlme 3a nposeageHune

nonutukn 6es3onacHoctn MNAH, a Tak e UX yCTaHOBUTb OTBETCTBEHHOCTb;
- KTO umeeT npasa goctyna K [MNAH;
- KaKMMK Mepamu 1 cpefcTeamm obecneunBaetcs 3awmra MNAOH;

- KAKUMW MepaMy U cpeacTBamMu obecrnedmBaeTcsl KOHTPONb 3a cobnogeHnem

BBEOEHHOIo pexmnma Ge3onacHocCTMw.

OpFaHVI3aL|,VIOHHbIe Mepbl AOJTKHbIL

- npegycMatpmBatb perfiameHT WHPOPMAUNOHHBLIX OTHOLUEHUW, WCKYaoLWmX
BO3MOXXHOCTb HECAHKLUMOHUPOBAHHbIX AENCTBUN B OTHOLLEHMN OOBEKTOB 3aLUMThI;

- onpeaenaTb KoanuUMOHHLIE U nepapxnieckme NpUHUMNbLl 1 MeToabl pasrpaHuye-
Hua goctyna K MNOHx;

- onpeaenaTtb nopsaaok paboTbl ¢ NporpaMMHO-MaTeEMaTUYECKUMN N TEXHUYECKUMMN
(annapaTtHble) cpeacTBaMu 3amnTbl U KPUNTO3aLWUTbl U APYrX 3alUTHBIX MEXAHU3MOB;

- OpraHn3oBaTb Mepbl I'IpOTI/IBO,El,GVICTBI/IFI HC,D, nonb3oBaTesidAMMn Ha 3Tanax ayTeH-
TVI(bI/IKaLI,MM, aBTopumsauun, I/I,D,eHTI/IC*)VIKaLI,I/II/I, obecneuynBaroLmx rapaHTnmn peann3aunn

npaB n oTBETCTBEHHOCTU Cy6'beKTOB VIH(bOpMaLI,MOHHbIX OTHOLUEHUN.

B opraHusaunoHHble Mepbl 4OSTKHbI COCTOATh U3:

- pernameHTa goctyna B nomeweHna ACTMOH;

- NOpSAOOK AOoMnycka COTPYAHMKOB K mcnonb3oBaHuto pecypcoB VCTIOH Yupexae-
HUS;

- pernameHTa npoueccoB BeaeHna 6a3 gaHHbIX U OCYLECTBNEHUS Moamndukaumnm
MHGOPMAaLNOHHbBIX PECYPCOB;

- perfiameHTa npoueccoB 0BCNYyXMBaHUA N OCYLLECTBNEHMS MoaudukaumMm anna-
paTHbIX 1 NporpaMmmHbix pecypcos VCIOH;

- MHCTpyKunn nonb3doBaTtenen ACIMOH (agmuHncTpaTopa NCTOH, agMuHucTpaTopa
6esonacHocTu, onepatopa VCTIOR);

- MHCTPYKUMA noJsib3oBaTenAa npn BOSHMKHOBEHNN BHELUTATHbIX cmyau,mﬁ.

6.4 ®dusnuyeckue mMepbi 3aWUTLI
dusnyeckne Mepbl 3alMTbl OCHOBaHbI HA MPUMEHEHUM Pas3HOro poda MexaHudye-
CKUX, 3MEKTPO- UMW 3NEKTPOHHO-MEeXaHUYEeCKUX YCTPOWCTB U COOPYXEHWUN, creunansHo

npegHa3HavYeHHbIX Ond co3gaHuA CbI/ISI/I‘-IeCKI/IX I'IpeI'IFITCTBl/IVI Ha BO3MOXHbIX MyTAX MpoO-
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HUKHOBEHNA N OOCTYNa NOTeHUuanbHbIX HapywmnTenen K KOMNOHEHTaM CUCTEMbl U 3aLum-
LLlaeMon MHopmauun, a Takke TEXHUYECKUX CPEACTB BM3yaribHOro HabnoaeHus, CBA3N U
OXpaHHOW CUrHanusaumm.

dunsnyeckas 3aumta 3gaHun, NOMeELLEHNN, O6BHEKTOB N CpeacTB MHGopmaTusaumm
AOSDKHA OCYLLECTBNATLCA NYyTEM YCTAHOBMEHUS COOTBETCTBYIOLLMX MOCTOB OXPaHbl, C MNo-
MOLLbIO TEXHUYECKUX CPEACTB OXpaHbl nn nobbiMn Apyrmmmn cnocobamu, npegoTepalla-
IOLUUMN UM CYLLLECTBEHHO 3aTPYAHSAOWNMM NPOHUKHOBEHUE B 34aHWe, NoMeLleHUs no-
CTOPOHHUX NNL, XULLEHNE MHEOPMALMOHHBIX HOCUTENEN, caMux CpeacTB nHdpopmaTmsa-
LUUKM, UCKMOYAKLWNMM HaXOoXOeHNe BHYTPU KOHTPONMPYEMOW (OXpPaHSAEMOWN) 30Hbl TEXHU-

YEeCKUX CcpeacTB pa3BeaKu.

6.5 AnnapaTHo-nporpamMmMHbie cpeacTBa 3awuTbl MOH

TexHnyeckne (annapaTHO-NPOrpaMmMHbIE) Mepbl 3aLWMTbl OCHOBaHbl Ha MCMOSMb30-
BaHUN Pa3fUYHbIX 3MEKTPOHHBIX YCTPOMUCTB U creumnasrbHbIX NporpaMmM, BXOOALWMX B CO-
ctaB NCIOH 1 BbINOMHAKOLWMX (CAMOCTOATESNIbHO UMM B KOMMSEKCe C ApYrMMun cpencrea-
MU) OYHKUMKM 3awmnThl (MOeHTUMUKaUMIO 1 ayTeHTMduKauuio nonb3oBartenemn, pasrpaHu-
YeHne OOoCTyna K pecypcam, permcrtpauuio cobbliTmin, Kpuntorpadpunyeckoe 3akpbiTe WH-
dopmaumm n 1.4.).

C y4yeTom Bcex TpeboBaHUM 1 npuHUmMnoB obecnevyeHnss 6esonacHoctn MNOH B UNC-
MOH no BcemM HanpaBneHNaM 3alnTbl B COCTaB CUCTEMbI 3aLUMTbl AOSTKHbI ObITb BKHOYE-

Hbl crnegyloLwime cpeacTea:

- cpeacTBa MaeHTudukauum (ono3HaBaHus) U ayTeHTudunkaumm (NoATBEPXKOEHUS
nognuHHocTun) nonb3osatenen NCIOH;

- CpeacTBa pasrpaHnUYeHns OOCTyna 3apermcTpMpoBaHHbIX NMofb3oBaTenen cucte-
Mbl K pecypcam NCIMOH YupexaeHus;

- cpeactBa obecnevyeHns U KOHTPOMsS LEeNIOCTHOCTM NPOrpamMMHbIX U MHGOPMaLn-
OHHbIX PECYPCOB;

- cpeacTBa onepaTMBHOIO KOHTPOMS M permctpaumm cobbiTuin 6e3onacHocTy;

- Kpuntorpaduyeckune cpeacrtaa 3awmtbl [0H.

YcnewHoe npuMeHeHne TeXHMYECKUX CPeacTB 3alnTbl HA OCHOBAHUU MPUHLMNOB
(pasgen 5) npegnonaraeT, YTO BbINOSIHEHNE NEepeYnCreHHbIX Hke TpeboBaHun obecne-
YEeHO OpraHM3auMOHHbIMU (aOMUHUCTPATMBHBLIMK) MepamMu U MCMonb3yeMbiMn ursnye-
CKMMW CpeacTBaMn 3alUnTbI:

- obecneyeHa umsnyeckasa LENOCTHOCTbL BCeX KOMNoHeHT NCT1H;
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- Kaxabli coTpyaHuk (nons3osatens VCIOH) unu rpynna nonb3oBaTtenen wumeer
YHUKaIbHOE CUCTEMHOE UMS U MUHUManbHO HeobxoauMmble NS BbIMNOMHEHUS UM CBOWUX
PYHKUNOHabHbIX 06593aHHOCTEN MOTHOMOYMS MO AOCTYNY K pecypcamMm CUCTEMBI;

- B UCIMNOH YupexgeHua paspaboTka v oTnagka nporpaMmm OCyLLECTBNAETCA 3a
npegenamu NCIOH, Ha ncnelTatenbHbIX CTEHAAX;

- BCE U3MEHEHUNA KOHUrypaumm TexXHUYeckux u nporpammHbix cpegcts NCIOH
NPON3BOAATCHA CTPOro YCTAHOBJIEHHBIM MOPSLAKOM (PEMMCTPUPYIOTCH N KOHTPOSTMPYIOTCS)
TONBbKO Ha OCHOBAHUM PacnopsXeHU pyKoBOACTBA YUpexaeHus;

- ceTeBoe obopynoBaHWe (KOHLEHTpaTopbl, KOMMYTaToOpbl, MapLupyTM3aTopbl U
T.M.) pacnonaraetca B MecTax, HeAOCTYMHbIX ANS NOCTOPOHHUX (CneuuanbHbIX NnoMeLle-
HUAX, WKadax, u T.M.).

- cneymnanuctTamn YypexaeHus ocyLecTBISeTCs HenpepbiBHOE ynpasneHne n aa-

MWHUCTPATMBHAs noaaepkka OyHKLMOHMPOBaHUS CpeacTB 3almThl.
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7 KoHTponb 3adcekTnBHOCTU cucteMbl 3awmtbl UCMNOH YupexneHus

KoHTponb adpcpektsHocTn C3IMOH OormKeH ocyLlecTBNAeTCS Ha nepuoanyeckon
ocHoBe. Llenblo KOHTponsa a(pekTUBHOCTM SBMASAETCS CBOEBPEMEHHOE BbISIBIEHUWE He-
Hagnexawux pexmnmo paboTtbl C3MOH (OTkNOYeHME CpeacTB 3awWuTbl, HapyLleHne pe-
XMMOB 3aLUNTbI, HECAHKLUMOHUPOBAHHOE U3MEHEHME peXMMa 3awuTbl U T.M.), a Tak Npo-
rHO3MPOBaHWE N NPEBEHTUBHOE pearMpoBaHne Ha HoBble yrpo3bl 6e3onacHocTu MAOH.

KoHTponb MOXeT npoBOAUTLCA Kak agmMuHucTpaTopammn 6GesonacHoctu WCIOH
(onepaTmBHbIM KOHTPOSb B NpoLiecce nHopmaunoHHoro B3ammogencteusa B UCINOH), Tak
N NPUBMEKAEMbIMU ONSA 3TOM LESNIM KOMMNETEHTHbIMU OpraHM3aunsmMm, UMELWMMN NNLIEH-
310 Ha 3TOT BUA AeaTenbHocTn, a Takke PCTIK Poccun n ®Cb Poccun B npegenax nx
KOMNeTeHUnN.

KoHTpOnb MOXeT OCyLLEeCTBNATLCA agMUHUCTPaToOpoM 6e30nacHOCTU Kak C NOMO-
Wb WTaTHbIX CpeacTB cuctembl 3awmnTbl [0H, Tak 1 C NOMOLWbIO cneuunanbHbIX NPo-
rPaMMHbIX CPEeACTB KOHTPOSISI.

OueHka ahpdekTnBHOCTU Mep 3awwmTbl [1H NnpoBOAMTCSA C NCNONb30BAaHNEM TEXHU-
YeCKMX U NPOrpaMMHbIX CPeACTB KOHTPOSis Ha npegMeT COOTBETCTBUS YCTaHOBMEHHbIM

TpeboBaHusaM.
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8 Cdhepbl oTBeTCTBEHHOCTHN 3a 6e3onacHocTb MOH

OTBETCTBEHHbBIM 3a pa3paboTKy Mep U KOHTPOIb Hag obecneyeHmemMm 6e3onacHoCTU
nepcoHanbHbIX AaHHbIX ABNAETCA pykoBoauTeNb YupexaeHus. PykoBoautens MoXeT ae-
nernpoBaTb YacTb NOSIHOMOYNIA NO obecneyvyeHnto 6e30NacHOCTM NePCOHanbHbIX AHHbIX.

Cdbepa OTBETCTBEHHOCTU PYKOBOAUTENS BKMOYAET Ccrefylowme HanpaBrieHus
obecneyeHus 6esonacHocTu MNOH:

- MnaHupoBaHune 1 peanuaaums mep no odecneveHnto 6esonacHoctn MNAH;

- AHanus yrpo3 6e3onacHocTtu MNAOH;

- PaspaboTtky, BHeOpeHWe, KOHTPOSb UCMNOSIHEHNST U NOAAEep)KaHUe B aKTyasnlbHOM
COCTOSIHAM MOSMUTUK, PYKOBOACTB, KOHLEMUMIA, npoueayp, PerrnaMmeHToB, WUHCTPYKUMIA U
APYTMX OpraHn3aumoHHbIX AOKYMEHTOB No obecneveHunto 6e30nacHoCTY;

- KoHTponb 3awumueHHocTn T nugpactpyktypbl KomnaHnum ot yrpos Ub nytewm;

- Oby4yeHne n mHpopmuposaHme nonb3osatenen WCIOH, o nopsgke paboTbl C
MOH n cpegcTtBamn 3aWmTh;

- MNMpepoTBpalleHne, BbiSIBEHWE, pearMpoBaHWe W paccrnefoBaHve HapylleHUn

6e3onacHocTu MNOH.

Mpw B3aumogencTBmMmn co CTOPOHHMMU OpraHmM3auusiMm B Criydasx, korga coTpyaHu-
Kam 9TUX opraHu3auuin npegoctaBnseTcs JocTyn K obbektam 3awmThbl (pasgen 3), ¢ aTu-
MU OpraHusauusiMm OOMMKHO ObiTb 3akntoyveHo «CornalleHne o KoHUAEeHUNAnbHOCTUY,
nnbo «CornaweHne o cobnogeHumn pexmnma 6esonacHoctu MNMOH npu BbINONHEHUN paboT
B NCIOH». MNoarotoBka TUNOBLIX BApUaAHTOB 3TMX COrMMalleHU OCYLLECTBMSAETCA COB-

mMecTHO ¢ OTaenom KagpoBoro 1 HOpMaTnMBHO-NPaBOBOIO obecneveHus .
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9 Mogenb HapylwuTens 6e3onacHOCTH

Moa Hapywutenem B Y4YpexaeHun MoHMMaeTcs Nuuo, KOTopoe B pesyrnbTaTe
YMBILLUIEHHbIX UMW HEYMBbILWMEHHbIX AENCTBUA MOXET HaHecTu yulepb obbekTam 3awuThl
(pasgen 3).

Hapywwntenu nogpasgensatoTcs no npuaHaky npuHagnexHoctn k WCIIOH. Bcee
HapywmTenun genaTcsa Ha ase rpynnb:

e BHELLUHME HapywuTenu — umsmdeckne nuua, He MMetowme npaea npeboiBa-
HUA Ha TEPPUTOPUN KOHTPONMPYEMOWN 30HbI, B Npeaesiax KoTopon pasMelLla-
eTtcqa obopynosaHue NCIOH;

e BHYTPEHHWE HapywuTenu — dusndeckue nuua, Mverwme npaso npebbisa-
HUS Ha TEPPUTOPUN KOHTPONIMPYEMOW 30HbI, B Npeaenax KoTopon pasmMeLla-
eTcqa obopynosaHue NCIOH.

Knaccudpumkauma Hapywutenen npeactaesneHa B Mogenu yrpo3 6e3onacHoOCTU

nepcoHarnbHbIX AaHHbIX Kaxgon NCIMOH.
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10 Mogenb yrpo3 6esonacHocTu
Ana UCIMNOH Y4ypexaeHus BblOenNsTCca cneaylowmne OCHOBHblE KaTeropum yrpos

GesonacHocTn nepcoHarnbHbIX AaHHbIX:

1) Yrposbl OT yTEYKM MO TEXHUYECKUM KaHanam.
2) Yrpo3bl HeCaHKLMOHMPOBAHHOMO AOCTYNa K MHAopMaLMK:

- Yrpo3bl YHUYTOXEHUS, XULeHna annapatHbelix cpeacts CIMOH Hocutenen
MHopMauumn nytem duandeckoro goctyna k anementam NCI1H.

- Yrpo3bl XMLWEHUS, HECAHKLUMOHMPOBAHHOW Moaudukaumm nnm 6noknposa-
HUA MHGOPMaLMK 3a cHeT HecaHKuMoHnpoBaHHoro goctyna (HC[) ¢ npymeHeHnem
nporpaMmMHo-annapaTHbIX U NporpaMMHbIX cpeacTB (B TOM 4ucne nporpamMmmHoO-
MaTeMaTUYECKUX BO3AENCTBUN).

- Yrpo3bl He npegHaMepeHHbIX OEeWCTBMA MNOSib3oBaTesien N HapyLueHUN
6esonacHocTn yHkunoHmposanms NCIOH n C3IMOH B ee cocTaBe M3-3a cboeB B
nporpaMmmHoOM obecrnedeHnn, a Takke OT yrpo3 HeaHTponoreHHoro (cboes annapa-
TYpbl M3-32 HEHaOEeXHOCTU 3anemMeHTOB, CboeB JNeKTponUTaHmsa) U CTUXMAHOIO
(yoapoB MOJSTHMI, NOXapOB, HABOAHEHUN U T.M.) XapakTepa.

- Yrpo3bl npeAHaMepPEeHHbIX ENCTBUA BHYTPEHHUX HApyLUUTENemn.

- eroabl HECaHKUMOHMNPOBAHHOIO AOCTYyMa No KaHalaM CBA3N.

Onuncanune yrpos, BepoATHOCTb UX pealnn3aunn, onaCcHOCTb U aKTyalibHOCTb fnpen-

ctaBneHbl B Mogenu yrpo3 6e3o0nacHOCTM NepcoHarnbHbIX AaHHbIX kaxaon NCIOH.
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11 MexaHu3m peanusaumu KoHuenuumu
Peanusauna KoHuenuuy gormkHa ocyLecTBNSATLCA Ha OCHOBE NepCrnekKTUBHbIX Npo-

rpaMmm 1 njaHoB, KOTOPblE COCTABIIAKOTCA Ha OCHOBaHW U BO UCMOJTHEHUE!

- (begepanbHbIX 3akOHOB B obnactu obecnevyeHnsa nHdopmaumoHHon 6e3onacHo-

CTWU 1 3aWnTbl MHOPMaLNK;
- noctaHoBneHun MNMpasutensctea Poccuickon denepaumm;

- PyKOBOSALMX, OpraHn3aunoHHO-pacnopaguTerbHbIX U MeTOOUYECKUX OOKYMEH-
ToB ®PCTIK Poccuu;

- notpebHocTten NCIMOH B cpeactBax obecneyeHnsa 6e3onacHoCcTn nHopmauuu.
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12 Oxupaembin achpdekT oT peanusaunmn KoHuenuumn

Peanunsauusa KoHuenuumn 6e3onacHoctu MNOH B CIMOH no3sonuT:

- OLEeHUTb cocTosiHMe GesonacHocTu uHdopmauum WCIOH, BbISBUTb UCTOYHMKK
BHYTPEHHMX M BHELUHUX Yrpo3 MHopMaumnoHHoM 6e3onacHoCTK, onpeaenntb NpuopuTeT-
Hble HanpaBneHnsa NPeaoTBPALLEHNS, OTPAXKEHUSA N HENTPanNU3aunm 3TUX yrpos;

- paspaboTtatb pacnopsguTenbHble UM HOPMATMBHO-METOANYECKME [OOKYMEHTDI

npumeHunTensHo K CIMOH;
- NpoBecTM knaccudmkaumo n ceptudpmkauuio NCIrian;

- MPOBECTN OpPraHM3auVOHHO-PEXUMHbBIE U TEXHUYECKME MeponpusaTus no obecne-
yeHuto 6e3onacHocTu NAOH B CIOH;

- obecneunTb HeOBXo4MMbIN YpOBEHb 6E30MAaCHOCTN OOBHEKTOB 3aLLUTHI.

OcyuwiecTBneHne aTux meponpusatTui obecrneynT cosgaHue eOuHOW, LIENTOCTHOWN U
CKOOPANHUPOBAHHOW CcMCTEMbl MHdOpMaunoHHon 6esonacHoctn VCIIOH 1 co3gacT ycrno-

BUSI ANA ee ganbHenwero COoBEpPLUEeHCTBOBAHUA.
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13 Cnucok ncnonb3oBaHHbIX UCTOYHMKOB

OCHOBHbIMM HOPMaTUBHO-NPABOBbLIMW U METOOUYECKMMWN LOKYMEHTAMWU, Ha KOTO-
pbix 6asnpyeTca HacTosiwee NonoxeHne aBnAKTCA:

1 ®epepanbHbii 3akoH oT 27.07.2006 r. Ne 152-03 «O nepcoHanbHbIX AaHHbIX»
(nanee — ®3 «O nepcoHanbHbIX AaHHbIX»), YCTaHaBAMBAOLWNA OCHOBHbIE MPUHLNMNLI K
ycnosusa obpaboTkm MNMOH, npaBa, 0653aHHOCTM N OTBETCTBEHHOCTb YY4AaCTHUKOB OTHOLLE-
HWUIN, CBsA3aHHbIX ¢ obpaboTkon MNOH.

2 «lMonoxeHne 06 obecneveHnn 6e30NacHOCTN NEPCOHanNbHbIX AaHHbLIX NPU UX 06-
paboTke B MHGOPMALMOHHbLIX CUCTEMAaX MEPCOHaNbHbIX AaHHbIX», yTBEpXaeHHoe [locTa-
HoBneHueM lpasutensctea P® ot 17.11.2007 r. Ne 781.

3 «[Mopsgok npoBedeHus knaccudukaumm MHPOPMAaLMOHHBIX CUCTEM MepcoHarnb-
HbIX JaHHbIX», YTBEPXAEHHbIN coBMeCTHbIM [Mpnkazom GCTIK Poccum Ne 55, dCE Poc-
cvn Ne 86 n MunuHdpopmcesasmn PO Ne 20 ot 13.02.2008 r.

4 «lNonoxeHne o6 ocobeHHOCTsAX 0OpaboTKM NepcoHasribHbIX AaHHbIX, OCYLLECTB-
nsemon 6e3 NCnonb3oBaHUA CpeacTB aBTomMaTu3auuny, yTeepxaeHHoe NoctaHoBneHnem
MpaButenbctBa PO o1 15.09.2008 r. Ne 687.

5 «TpeboBaHna k MartepuanbHbIM HOCUTENAM OUMOMETPUYECKMX MNEPCOHANbHbIX
AAHHBIX N TEXHOMNOIMMAM XPaHEHUSA TakuUX AaHHbIX BHE MHEOPMALMOHHBIX CUCTEM MEPCOo-
HamnbHbIX AaHHbIX», YyTBepXaeHHble NMocTaHoBneHnem [Npasutensctea PP ot 06.07.2008
r. Ne 512.

6 HopmaTtumBHO-MeTOANYECKME OOKYMEHTbI PenepanbHOn CryXObl NO TEXHUYECKO-
MY W 3KCnepTHOMY KOHTponto Poccuickon denepaumn (ganee - PCTIK Poccum) no obec-
nevenuto 6esonacHoctu MNMOH npm nx obpabotke B NCIMOH:

7 PekomeHgauumn no obecneyeHnto 6€30nacHOCTM NepcoHanbHbIX AAaHHbIX NPU NX
0bpaboTke B MHOPMALMOHHBLIX CUCTEMAX MEePCOHAanbHbIX AaHHbIX, YTB. 3aM. gMpeKkTopa
®CTIK Poccum 15.02.08 r. (A4CIT)

8 OCHOBHblE MepONpUATUSA NO OpraHu3auum n TexHudeckoMmy obecneyeHuto Ges-
OMacHOCTM MNepCcoHarnbHbIX OaHHbIX, OOpabaTbiBaeMbiXx B WHAOPMALMOHHLIX CUCTEMAX
nepcoHanbHbIX AaHHbIX, YTB. 3am. gupektopa PCTIK Poccun 15.02.08 r. (OCIT)

9 basoBasa mogenb yrpo3 6e30nacHOCTU NePCOHarbHbIX AAaHHbLIX NPU Nx obpaboTke
B MHGAOPMAaUMOHHBLIX CUCTEMAax MNepCcoHarnbHbIX AaHHblX, YTB. 3am. gupektopa ®PCTOIK
Poccun 15.02.08 r. (OCIT)

10 MeToauka onpegeneHnst akTyanbHbIX Yrpo3 6e30nacHOCTM NepPCoHanbHbIX AaH-
HbIX Npu nx 06paboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHanbHbIX AAaHHbIX, YTB. 3aMm.
anpekTopa PCTIK Poccum 15.02.08 r. (OCIT)
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